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ABSTRACT
In the modern crypto-world authentic communication chan-
nels are created from an authentically pre-shared public key
before information can reliably be transfered. This poster
paper proposes to discuss the merits of using a person’s voice
as pre-shared token to establish the public key for message
authentication. The challenges include reliably verifying a
known voice in the light of factors such as various conversion
and compression aspects as well as malicious attacks on the
system such as spoofed voices.
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1. INTRODUCTION
As always, no unsecure communication channel should be
trusted to deliver unmanipulated sensitive communications.
However, often, only unsecure channels are available. As
a remedy, Public Key Cryptography is the technology that
constructs secure channels to thwart malicious manipula-
tions1. In practice, however, circumstances often preclude
a safe (authentic, and possibly secure, depending on the re-
quirements) communication as people will often not have
previously exchanged their public keys or have a far-enough
reaching web of trust, such that a transitive trust assump-
tion is enough to authenticate the public key of the commu-
nication partner. In these cases authentic communication
is not possible before a safe public key exchange was made.
In the case, however, that both peers can recognize each
other’s voices, they could exploit this to provide them with
a relatively reliable mean to establish an authentic commu-
nication. It is generally hard to perfectly counterfeit a voice
to pass as someone else’s and adding real-time and a shared
history to harden against impostors make it a pretty solid
instrument. This poster paper hopes to animate the dis-
cussion on the reliability and practicality of human speaker

1With the exception of communication denial

recognition with modern authentication needs.
Following this introduction we explain how authentic chan-
nels are constructed, then discuss the opportunities and chal-
lenges of the work, followed by possible future work. We
close by drawing conclusions.

2. CONSTRUCTING AUTHENTIC CHAN-
NELS

Our research seeks to use realtime or near-realtime voice-
streaming to assist the user in creating an authentic channel
using a known voice. Once a voice is accepted as authen-
tic a public key’s fingerprint and a URL where the key can
be obtained (e.g. key repository or website.) are transmit-
ted. From there normal crypto-protocols can be used, e.g.
to continue the conversation as text-based chat or transfer
binary files. . .
In our case study it is important to understand that trust-
worthiness is perceived rather than measured. The method
is based on human perception rather than scientifically es-
tablished parameters. We also assume that a user can thus
be fooled into thinking that a voice is distorted e.g. because
of an illness such as a sore throat, whispering, etc. Ulti-
mately the user will have to make the decision on whether
the circumstances permit a successful authentication - and
bear the consequences of a wrong judgment. We also note
that a single-ended authentication is a possible result when
only one of two partners trusts the other’s voice to be au-
thentic.

3. OPPORTUNITIES AND CHALLENGES
The benefits of using voice as authentication means are nu-
merous: First, a microphone is usually present in electronic
communication devices. Second, those devices are thus made
to process (convert and, normally also compress) raw audio.
Third, it is relatively easy for a human to reliably recognize
a voice. This case may also be assisted by an automated
recognition process if available. Fourth, when people have
met in person, they usually share a semi- if not private his-
tory, from which a mutual challenge-response scenario could
be derived. Fifth, a real or near realtime communication
allows a user to gauging a reaction to a question, especially
if the answer should be obvious to the person. Sixth, voice
carries meta-information such as a stress factor or other per-
ceivable nuances (e.g. accent, pronunciation, used vocabu-
lary.) Besides voice an additional video channel could be
used to ensure that a person’s mimic matches his words.
The downside is the requirement of a camera, the person
may not want to be filmed or have her image transmitted,



and more bandwidth is required to stream images.
The research also poses many challenges such as the voice
quality of the transmission (microphone quality, sampling,
transcoding, jitter, loss), voices that naturally change over
time, and the some aspects of a users’ anonymity might be
lost when having to speak. There is also the aspect of mali-
cious third parties that will try to mimic, synthesize or oth-
erwise transform a voice to make it sound like the expected
person. Speaker verification research suggests that this is a
hard task since humans are relatively good at distinguish-
ing natural from synthetic speech[4] but may sometimes also
more easily be fooled[2]. A specific automatic speaker recog-
nition system alone, however, is an easy target according to
[3]. All these opportunities and challenges should be dis-
cussed and experimented with such that an evaluation can
be made and conclusions drawn.

4. FUTURE WORK
We started investigating the usefulness of human voice as
means of authentication in real-world communication sce-
narios and will continue by implementing streaming voice
data into AllNet, a delay tolerant distributed network for
safe (authentic and secure) communication[1]. We are tar-
geting usability to simplify the task to create an authentic
channel from a voice channel and suggest ways for the user
establish authenticity. Since AllNet is delay tolerant, we
will also encounter delayed communications passing through
multiple hops before arriving.
During this work we will work on devising a more scientific
approach to establishing the authenticity of a voice by e.g.
devising a checklist or classify it into broad risk categories.

5. CONCLUSIONS
We conclude by stating the need to discuss the numerous
merits, opportunities and challenges of using live voice as
means of human authentication in every-day scenarios.
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