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Home Computer Security

Introduction:

Computer users want to prevent intruders from
accessing or attacking any part of computer system,

Intruders send virus that harm computer,

Intruders steal information and they use the information
to buy goods and services,

Home computer is the most vulnerable,

It is hard for law enforcement to find and stop the
Intruders.
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How Do Intruders Break into Your Computer?

* Intruders send you email with a virus,

e The virus creates a hole that the intruders use to enter
Or access your computer,

 They often install new programs that let them continue
to use your computer even thought you have plugged
the holes,

« [n addition, virus can reach your computer through
floppy disks, CD-ROMSs, and downloaded files.
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Trust:

e Intruders create a tricky address where email comes from,

e You should not trust any message from some other
computers because it may have a harmful virus.

How to Secure Your Computer?

* You should always use strong passwords and be careful
when reading emaill,

* You can add a firewall, an anti-virus program, patches,
and file encryption to raise the level of security.
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Tasks Needed to Secure Your Home Computer:
1- Use Anti-Virus Programs:

« The program searches for specific patterns that match a
profile called a virus signature,

* When they found a file that matches a signature, the anti-
virus programs typically provide options to clean or
destroy the file,

* When the anti-virus program vendors learn about a new
virus, they provide an updated set of virus signatures,

* You should scan floppy disk, email and its attachment,
and files downloaded from Internet before using,
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2- Care Reading Email with Attachment:

e You should only read a massage with an attachment that
passes all of these tests:

Is the email from someone that you know?
Have you received email from this sender before?

Were you expecting email with an attachment from
this sender?

Does it has the subject line and the name of
attachment? For example: Subject- Here you have,
;0) & attachment-AnnaKourikova.jpg.vbs.

Does it contain a virus?
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3- Install and Use a Firewall Program:

Firewall acts much like

a guard,
It looks at network ! -

traffic,

It determines If that
traffic should continue e

on its destination or be g
stopped, ﬂk

It keeps the unwanted out and permits only
appropriate traffic to enter and leave the
computer.
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4- Make Backups of Important Files and Folders:

« Backups enable you to recreate or reinstall the files
easily.

5- Use Strong Passwords:

* You should have a password that is unique and
unrelated to any of your other passwords,

 You can use any combination of letters, both upper and
lower case, and numbers,

« Some time, you are allowed to use punctuation marks,

* You can create a complicated password but you must
be able to remember it.
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6- Care When Downloading and Installing Program:

You may receive program through mail and web site,

You have to determine if the program in CD-ROM or

downloaded files does not harm your computer before
Installing it.

 What does the program do?

e Can Information that author wrote about the
program be trusted?

 What files are installed and what changes are
made on your system?

10



Home Computer Security

Conclusion:

Intruders attack computers through email and files or
programs downloaded from Internet, CD-ROM, or
floppy disks.

Home users should open email with attachment only if
they believe there is no virus.

Home users should use anti-virus program, firewall, and
strong password, and should backup any important
files.
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