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Computation as evolution of concepts depends on the
human-computer interaction:
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Example: Near Field Communication (NFC)
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Secure Element (SE) is a miniSD flash memory, or a USIM card, or a separate microcontroller.
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NFC modes of operation: standards

NFC Forum Technology Architecture

Peer-to-Peer Mode Read/Write Mode NF; S
Emulation Mode

Applications
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NFC applications

Proximity commercial networking

» RFID-based shopping

» discount coupons, mobile rewards distribution
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> shop auction
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NFC applications

Proximity social networking: Beyond the address book

1 e.g., a fragment of a personal page, reputation certificate, "electronic pheromone”
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NFC applications

Proximity social networking: Beyond the address book

» P2P mode: support local networks
» exchange public keys, personal (business) cards
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> club, school, shopping mall. ..
» local recommender system forms clusters
> sport partners, homework help, one-night stands. ..

> queryless social search
> social navigation assistance: friends, foes, fashion. ..

» receive other relevant information

» recommendation driven advertising in physical space
» point-and-click

> drag one proximity link to another: introduce friends

> bootstrap Bluetooth, WLAN networks: "silent concert"
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New security capabilities

Theorem (Even-Yacobi, 1980)
Every deterministic fair exchange protocol must involve a
frusted third party: it is always an escrow protocol.
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Summary
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Proximity authentication

Degrees of authentication:
» ping authentication: matching records of the messages
» agreement: matching records of intent
» proximity authentication: matching views of the
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Idea of proximity authentication

» Most security tokens do not authenticate position

directly
» Their physical properties must be used to authenticate

position.
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Process model

terms (7,C),

principals (W, <),

actions A generated by:

[ action || constructor |  form
send Wex7 & A (A =N t)
receive Var?,, x Vars O, 4 (Y 550 x)

/
match || 7 x Ops x Varqy Q) A | (t/p(x))
)
new Varq < (vx)
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Process model

processes P P AxW where
» (P,») is a well-founded partial order
> Pw(p)#Pw(a) = p#q

runs (P, v : recvs(P) — sends(P)), (x) AV(x)
> PV =P/ (V(x)»(x))
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Network model

A communication network consists of

o
network graph N = (L = N), where
©

» N is the set of nodes,
» L = 3 nun Nmn is the set of links,

> Nmn = <5>Q>_1(m= n)
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A communication network consists of
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network graph N = (L = N), where
©

» N is the set of nodes,
» L = 3 nun Nmn is the set of links,
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control assignment © : W — N, satisfying

A<B =— ©OACOB
A#B — OAN©OB =0

channel typing 6: L — C,
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Distance bounding protocols
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Digression: Symbolic commitment

Definition
A commitment schema over a set of messages 7 consists
of three publicly known functions

» commitmentct : T — T,

» decommitment dt : T — 7, and
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A commitment schema over a set of messages 7 consists
of three publicly known functions such that

» ct is a one-way collision-free function,

» ot (ct(w), dt(w)) = w.

» dt (ot(u,v)) = v.
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» Alice commits to w by sending u = ct(w).
» Later, Alice decommits by sending v = dt(w).
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Digression: Symbolic commitment

Examples
ct(w) = H(w)
dt(w) =w

ot(u,v) =v
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Digression: Symbolic commitment

Examples
ct(w) = H(w)  ct(w) = H(w)o ct(w) = E(wo, wy)
dt(w) =w dt(w) = wiH(w)1  dt(w) = wp
ot(u,v) =v ot(u,v) = v ot(u,v) = v::D(v, u)
where

» H:97 — 7 is a one-way collision free function,

> (=)o.(=)1: T — T and (-::=) : T xT —> T satisfy
» (uzv)o=uand (u:v)y =v
> (Wonwy) = w

» E,D: 7 xT — T satisfy

» E(x,D(x,y)) =y, and
» E(x,-): 7 — T is one-way for all x € 7.
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Digression: Symbolic commitment

Homework

1. Verify that each of the above triples of functions
satisfies the requirements for a commitment schema.
2. Given a projection-pairing system (-)o, ()1, (—=::—) as
in the preceding slide, set
» ct(w) = wp
> dt(w) = wy
» ot(u,v) = (u:v)
Is this a commitment schema? The other way around,
does every commitment schema provide a
projection-pairing system?
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Solution 1: Commitment
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.but Peggy’s identity can be spoofed
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.and in general
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.S0 we need

@]
vy
ct(y.P)
@] @]
vX
X
.========$0=======$0
f(x.y)
.¢=======§========O
l dt(y,P), r'"(x.y)
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Meadows et al
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Solution 1: Commitment

This was an implementation of
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Solution 2: One-way response

Another idea is to commit in the timed response:

% P

—_— T
m=______=n
(¢] [¢]

vxl vy

____X___

.————TO———$O
P (x.y)

[ ] == === = =
8

j r'F(x.y)

o o

where fYP(x, -) is a one-way function for every x.
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Meadows et bo
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Meadows et bo
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Meadows et bo

» Ve AX d(V.X) <11 -t AX~P
» V: VX. Xresponds = d(V,X) +d(X,P) <71 —19
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Distance bounding protocols

Idea: Combine (cr) and (crt)

>

>

>

» with two challenges and one response:

» ¢"Py and fr'P(x, y), satisfying (cr)
»  xand fr’P(x, y), satisfying (crt)
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Distance bounding with two challenges
Idea
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Distance bounding with two challenges
Idea

o
vy
Py
o (]
vxl l
o= == =X= == =0
70
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!

where
» fr'P(x,-) satisfies (cr) for all x

» frVP(-, y) satisfies (crt) for all y
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Distance bounding with two challenges
Try

o
vyl
CVPy
o (e]
vxl l
X
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Distance bounding with two challenges

Problem
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Distance bounding with two challenges
Idea 2: Find @

% P
—_—
m=_____-==n
o
vyl
CVPy
o o
Vxl l
____X___
o____TO___io
xmr'P l
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where
» r'P satisfies (cr)
» x B (—) is one-way function for every x

» (-) B y satisfies (crt) for every y
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Hancke-Kuhn
Candidate
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Hancke-Kuhn
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w) ,

o (e}
O====0n====>(\£
i¢=£nir‘:y===i
¢ Vto Py
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Hancke-Kuhn
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Simple distance bounding template

Idea 3: Use counters to disable querying of () @ r'FPy
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Simple distance bounding template

Idea 3: Use counters to disable querying of () @ r'FPy

where
» r'P satisfies (cr)
» x B (—) is one-way function for every x

» (-) @ z satisfies (crt) for every z
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Security and Trust

Simple distance bounding template "
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» r'P satisfies (cr)
» x B (—) is one-way function for every x
» (-) @ z satisfies (crt) for every z

» the counters u, v are public, but never reused



Outline

Authentication with social channels
Social channel and its use
Social commitment
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Preliminary example: a timed social protocol
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Social channel bandwidth

» 0 :7 — 7 :ashort digest (hash) function
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Social channel bandwidth

» 0 :7 — 7 :ashort digest (hash) function

such that
» oot = ot

» "The digest does not change short terms."
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Social actions

» <B ix B> — B shows an action 5 to A
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Social actions

A
» <B —: > — B shows an action §to A

axiomatized as follows:

> <Bi>:ﬂ> — A :f5

» "If A sees B perform 3, then A knows that B has
performed g3."
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Social actions

A
» <B —: > — B shows an action §to A

axiomatized as follows:

A
» <B—:68> — A :f5
» "If A sees B perform 3, then A knows that B has
performed B."
A A
»<B—:B>p> <C—>:y>» = A:Bsr7vye

» "If A sees Bg before y¢, then she knows that 8g
occurred before y¢."
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Social actions

A
» <B—:t>—Bshowsatermtto A
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Social actions

A
» <B—:t>—Bshowsatermtto A

axiomatized as follows:

A
» <B—:it> —= otely,
» "If B shows A aterm t, then A sees the digest ot."
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Social actions

A
» <B—:t>—Bshowsatermtto A

axiomatized as follows:

A
» <B—:it> —= otely,
» "If B shows A aterm t, then A sees the digest ot."

A A
» <B—:t> = A:3Ju.cu=o0tA<B—:u>g

» "If B shows A aterm t, then A knows that B has shown
her some term with the digest ot."
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Socially authenticated key distribution

Bob announces his public key
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Socially authenticated key distribution

Bob announces his public key
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Socially authenticated key distribution

... but lvan may have replaced it
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Authentication before decommitment
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Authentication before decommitment
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Authentication before decommitment
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Authentication before decommitment
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Authentication before decommitment
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Authentication before decommitment

Wong-Stajano template
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Authentication before decommitment
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Authentication before decommitment
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Authentication before decommitment
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Authentication before decommitment
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Authentication after decommitment
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Authentication after decommitment
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Authentication after decommitment
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Authentication after decommitment
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Authentication after decommitment
Vaudenay: SAS-
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Authentication after decommitment
Nguyen-Roscoe: HCBK-1
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Mutual authentication after decommitment
Nguyen-Roscoe: HCBK (2-party)
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Mutual authentication after decommitment
Nguyen-Roscoe: HCBK (2-party)
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Mutual authentication after decommitment
Nguyen-Roscoe: HCBK (2-party)
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Multi-party authentication after decommitment
Nguyen-Roscoe: HCBK

Assumptions (to be discharged)

» agreed ordering of the principals
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Multi-party authentication after decommitment
Nguyen-Roscoe: HCBK

Assumptions (to be discharged)

» agreed ordering of the principals
» all principals must digest at the same payload
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Multi-party authentication after decommitment
Nguyen-Roscoe: HCBK

Assumptions (to be discharged)

» agreed ordering of the principals
» all principals must digest at the same payload
» social protocol to compare the digests
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Structural similarity — conceptual difference
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Structural similarity — conceptual difference
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Social authentication is not challenge-response:
x on the left is not a challenge, but a binder, analogous to y.
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» computation is becoming pervasive: in physical space Conclusions
» new security landscape
» need stronger authentication: proximity. . .

» weaker cryptography: low power devices
» bootstrap distance, proximity, routing. . .
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