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W ireless Ad-Hoc net w orks

● each  node:
has a radio transceiver
generates and receives data
transports data for other senders

● node distribu tion  is usually random
● network discovery is dynam ic
● m ain  issues: where to send data (routing). 

how to send data efficien tly
● could be m obile (MANet), fixed, or both



Sensor Net w orks

● low-power sensors (battery powered?)
● deployed for long periods
● in  rem ote locations
● data could be retrieved m anually, but
● a network gives better latency (and requires 

less work :-)
● scalability is an  issue



Ad-hoc W ire less Sensor 
Net w orks

● m onitor rem ote sites over 
extended periods at low 
cost: science, agriculture, 
tourism , m ilitary 
applications

● e.g. study endangered 
plan ts to find out why they 
are endangered

● e.g. m onitor crops to determ ine when to water or 
fertilize

● environm ental m onitoring, and also im ages, and 
in trusion  or herbivore detection



M obile  Ad-Hoc Net w orks

● nodes assum ed to be m oving con tinuously 
and at random

● m in im ize routing overhead
● m any protocols, including DSR, AODV
● few applications: UAVs, veh icles
● little study (so far) on  general perform ance 

e.g. in  transm itting TCP
● topology is not always changing: how do 

these protocols work in  such  cases?



Challenges in W ire less
Ad-Hoc Sensor Net w orks

● m ake sense of large am ounts of data: 
visualization

● m inim ize the data transm itted: m odel 
generation , distributed event 
detection

● conserve power, e.g. by “sleeping”
● re-route around nodes that have failed and nodes 

that are congested, deal sanely with disconnection
● support encryption , heterogeneity
● The Capacity of Wireless Networks [Gupta and 

Kum ar 1999] –  can  only send so m uch



Prot ocol Design 
Requirem ent s

● like m ost networks, wan t reliability, h igh  
throughput, low delay

● low power requires:
low delay to com pletion : low packet delay 
and h igh  th roughput
h igh  efficiency: do not tran sm it 
unnecessary packets

● synchron ization  needed so nodes can  sleep
»  flooding broadcast always works



W ire less Ad-Hoc Net w ork 
Prot ocol Exam ples



W SN rout ing -- 2 0 0 0

● m ostly MANet protocols, e.g. DSR, AODV
● directed diffusion : com m un ication  

paradigm , including broadcast of an  in terest 
which  sets up  a reverse-path  gradien t 
(h ierarch ical or tree routing)

● 802.11 supports peer-to-peer m ode, but not 
(by itself) m ulti-hop

● can  we im prove on  gradien t?



W SNs and M ANet s

● wireless sensor network nodes have even  
less power than  MANet nodes

● nodes m ay be sim pler than  MANet nodes
● no m otion  (fixed – m ost com m on) or 

lim ited m otion  (fixed-m obile)
● it m ay be worth  discovering good routes
● nodes m ay know position



building an environm ent a l 
sensor net w ork: PODS

● http  :/ /  www.pods.hawaii.edu
● high  resolu tion  im ages
● sun ligh t, tem perature, rain
● V0: wired sensor boards
● V1: PC-104 (PC-com patibles) runn ing Linux, 

802.11 for com m unications, BasicStam p 
power con trol board

● V2: Com paq Ipaq, Linux, 802.11
● V3: lower power ARM/ Linux, not (yet?) done



M ult ipat h On-Dem and 
Rout ing

● Shu Chen
● protocol to carry generic (IP) packets
● basic gradien t routing: send a broadcast, 

rep ly along the reverse path
● m ay be m ultip le equal reverse paths: each  

node uses all in  turn



M OR re liabilit y layer

● m ultip le next-hop nodes provide reliability, 
local load balancing

● if a route fails, does not (necessarily) require 
a new broadcast

● when  a next-hop  first fails, it is on  probation  
● deals well with  local in terference
● congestion : route restored on  next attem pt
● works well for occasional failures, not 

designed for con tinuous m obility



M OR perform ance

● faster tran sm ission  than  DSR or AODV for 
given  payload sen t using TCP in  large fixed 
ad-hoc wireless network

● should effectively route around congestion
● podr: long-term  un in terrup ted service in  

actual pods, also works under ns-2
● hop-by-hop ack (from  802.11 MAC) to 

decide whether to retransm it on  th is hop



M easuring Perform ance

● MANet protocols usually tested in  rather 
sm all (2-hop diam eter) m obile networks

● how well do MANet protocols work when  
the network nodes do not m ove in  the 
specific way of the one particular scenario?



Typica l challenge

● co-ordinating transm ission  when  there is 
on ly one path , and on ly 1-in -3 nodes can  
transm it at any given  tim e 



M OR and t est  cases

● MOR works well in  sim ple cases, e.g.
line: end-to-end tran sm ission
4-connected square: corner to opposite 
corner
8-connected square

● MOR also works well in  larger sensor-like 
networks:

100 nodes distributed at random  with  long 
“tail” to base station
all-to-all random  networks



Specif ic M OR t est  cases



Lusus Prot ocol

● Dan  Morton
● really low power (500µW active, 5µW sleep) 

sim ple processors: ≤ 1KB RAM, 4K code
● Need a really sim ple protocol:

on ly send data (not IP)
on ly send to nearest base station
hop-by-hop ack
short packets, low overhead

sim ilar to diffusion , but sim pler



Lusus Techniques

● gradien t: base stations regularly broadcast 
synchron ization  m essages

● on ly send to nearest base station  (base 
stations cannot be distinguished)

● data from  differen t sources m ay be 
com bined en route

● m essages are retran sm itted if there is no ack 
from  the next hop

● im plem en tation  tested on  sm all network



Dist r ibut ed Rout e  Table  
(DiRT)

● Ben  Roy
● routing or forwarding to m any hosts 

requires large routing tables
● distribute the routing tables so each  node 

has at m ost O(log(N)) routes, yet every node 
can  reach  every other

● node IDs are set to be 0..N-1
● each  node i has source routes for i±1, i±2, 

i±4, i±8, etc. -- O(log(N)) routes



DiRT rout ing

● for node i, if the destination  D is in  the routing 
table, send to it

● otherwise, for each  destination  j in  the routing 
table, com pute ∆ =D-j, the difference in  
addresses

● send to the destination  with  the sm allest ∆
● th is ∆  is always less than  D-i
● packets require at m ost O(log(N)) legs, each  of 

m axim um  length  the diam eter of the network



DiRT Open Issues

● Are there better ways to distribute large 
routing tables?

● for exam ple, am ong neighbors
● if DiRT is used, what is the likelihood of 

shortcut routing?
● are we doing better than  broadcast?  and 

source routing tables could be O(NlogN)
● how does network geom etry affect 

perform ance?



Geographic Rout ing

● each  node knows its own  position , e.g. via 
GPS

● if the destination  is iden tified by position , 
sim ply route to the neighbor nearest the 
destination

● can  cause routing loops, e.g. at dead ends
● m any refinem en ts possible (and published), 

but (im ho) overall a lack of good solu tions



Geom et ric Rout ing: GEO

● geographic routing works fine as long as the 
network is densely connected

● on ly problem s are at the edges of a 
connected area

● com m unicate the geom etry of the 
connected areas, and route around any 
“holes”

● all the nodes on  an  edge m ust keep  track of 
the geom etry of that edge



GEO im plem ent at ion

● Wei Chen
● on  the n s-2 sim ulator
● com plex topologies 

sim ulated
● m any nodes 

sim ulated
● scalability is good



Relat ed w ork: 2 0 0 5

● Lots of protocols and ideas: Berkeley m otes, 
diffusion , Zigbee, disjoin t m ultipath , 
cluster-based schem es

● routing around low energy nodes
● SPINS: security protocols for sensor 

networks, by Perrig et al. (2001) --practical 
secure transm ission  on  tiny processors

● sensor position  and m otion



M ore re la t ed w ork: 2 0 0 5

● Zigbee uses gradien t m ost of the tim e, 
AODV for all-to-all com m un ication

● still lots of in terest in  all aspects of sensor 
networks, e.g. HICSS 2006 m in itrack on  
wireless sensor networks (co-chairs 
Anastasi, Biagion i, Olariu) has papers on : 
distributed processing, energy efficiency, 
and organ ization  of wireless sensor 
networks



PODS publicat ions

● www2.ics.hawaii.edu/~esb/pods/index.html
● A reliability layer for ad-hoc wireless 

sensor networks
● The applicat ion of remote sensor 

technology to assist  the recovery of 
rare and endangered species

● An approach to data visualizat ion and 
interpretat ion for sensor networks

● wireless sensor placem ent  for reliable 
and efficient  data collect ion



Int erest ing Issues

● ad-hoc is new network technology:
IP assum ptions don ' t work
connectivity m ay be in term itten t
it is OK  to design  from  scratch

● low power operation  m ay be ach ieved at 
physical, data link, network, app lication  
layer, or th rough physical m otion

● should data ever be unencrypted?  How to 
do autom atic encryp tion / authen tication?



M ore issues

● are there better ways of routing?
● are there reasonable “standard” 

benchm arks for routing?  especially since 
routing can  really m atter

● in tegrating power aware routing, position  
determ ination , op tim al node p lacem en t, 
arch itecture, operating system  (e.g. 
TinyOS), packet scheduling, etc



Sum m ary

● Protocols to support goals of 
sensor network dep loym en t: MOR, 
Lusus, SNDT, DiRT, GEO

● building actual sensor networks to 
evaluate and m otivate the ideas 



Sensor Net w ork Dat a  
Transm ission: SNDT

● Lisa Fan  and Yihua Xie
● IP over MOR, can  use ssh , bu t:
● ssh  has h igh  overhead for sm all tran sfers
● want connection less (but statefu l) secure 

and efficien t p rotocol
● use UDP, with  explicit acks to m in im ize the 

overhead
● rate-lim it tran sm ission  to avoid generating 

congestion



SNDT st rat egies

● in itial secret is part of node con figuration
● in itial secret used to exchange session  keys
● nodes send data to base station
● base station  sends com m ands and 

con figuration  to nodes
● authen tication  to preven t bad data, 

com m ands, con figuration
● encryption  to h ide data, com m ands



SNDT open issues

● synchron ization  m ust be done quickly, but 
authen tication  takes tim e

● even  m easuring RTT is hard if 
de/ encryption  is needed before ack

● each  key m ust have an  ID, which  m ust be 
presen t on  packets: does th is m ake the 
attacker' s life easier?

● m ain tain ing session  keys, and recovering 
from  reboots, can  be challenging


