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Blockchains and Cryptocurrencies 
in the Future

● how does additional investment affect crypto?
● non-crypto applications of blockchain

– name and authentication (public key/certificate) service
– non-private government records, including anonymized results of elections
– digital identity

● more interoperability between blockchains, better programming 
languages for smart contracts, easier onboarding

● more applications of zero-knowledge proofs, homomorphic 
encryption, and formal verification of code

● well-known challenges: security, scalability, privacy, crime
● evolving regulatory and legal conditions, maybe more CBDCs
● discussion!  What changes do you wish to see?
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More money = ??

● if crypto keeps gaining in overall value, what might change?

● more and hopefully better regulation

– fewer and smaller or more and larger scams?

● Real-World Assets keep evolving and getting more real

● Central Bank Digital Currencies have not made much 
progress in the past two years

– can I use them on a smartphone?

– MPESA is a privately-owned system in some countries in Africa 
that allows flip phones to be used for payments, and seems to be 
very popular
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Non-crypto uses: Name Service

● if you want to publish an ethereum address, you can 
sign up for the Ethereum Name Service (ENS)
– otherwise your ethereum address is a long string of hex 

digits
– this is similar to the Domain Name System which provides 

IP addresses for specific names
● ENS offers some assurance that the public key belongs 

to the correct person
● Namecoin is a version of the bitcoin blockchain to 

provide services similar to DNS, the Domain Name 
System



  4

Mathematical Futures

● Zero-Knowledge Proofs (ZKPs) seem to be getting better (smaller 
and easier to compute and verify) every year

– what would you like to prove, while hiding the inputs to your proof?

● homomorphic encryption lets you delegate your computation to a 
third party who can't see your data

– homomorphic encryption is becoming more practical, but I have seen no 
mainstream uses so far.

● formal verification of code has been around for decades, and is more 
practical than it used to be, but could still stand to be very 
substantially improved and simplified

– maybe new programming languages or stronger type systems?

– your instructor is starting to use formal verification
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Scalability 

● scalability is essential if blockchains are to benefit more people 
and have more applications

● current designs sometimes put scalability on layer 2

– do you need to purchase crypto on layer 1 to use layer 2?

● is it possible to have blockchains that are both decentralized 
and scalable?

– or the equivalent functionality with non-blockchain technology?

– is it just a matter of faster networks and faster and bigger 
computers?

● are there other models, e.g. mutual credit in a local area, that 
don't need as much scalability?



  6

Blockchain interoperability

● interoperability is still challenging:
– bridges provide transfers from one blockchain to 

another, e.g. wrapped bitcoin (WBTC) on the Ethereum 
blockchain

● but even in 2026 bridges are still getting hacked, 
with large amounts of money being stolen
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Security, Privacy, Crime 

● without security, crypto is useless
– allegedly the government of North Korea keeps looking for ways 

to fund itself and its nuclear program, including taking crypto 
that they can take

● some records should be private yet usable (ZKPs?)
● some people still think the internet ought to allow for 

privacy
– e.g. we still don't know the identity of Satoshi Nakamoto, and 

that is probably a good thing

● criminals certainly wish for privacy, but not everyone who 
wishes for privacy is a criminal
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Central Bank Digital Currencies

● a replacement for credit cards, Apple and Google pay, 
and Paypal and Venmo?

● will the U.S. public ever start using CBDCs?
– if they are not privacy-preserving, there may be strong 

resistance (e.g. a law in Florida)

– interestingly, current means of digital payments are not 
privacy preserving

● can CBDCs allow for useful micro-payments?
● will blockchain and crypto ever support useful micro-

payments?
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What changes do you wish to see?

● Edo's desiderata include:
– micropayments on decentralized blockchains

– privacy-preserving cryptos (or even just digital payments) that don't 
facilitate crime

● maybe just private, uncensorable micropayments:
– I don't need privacy when I make a major purchase

– but I prefer not to give info about everything I buy to google and 
other advertisers

– and decentralized, so no company has the ability to blacklist me for 
not following their rules

● so what changes do you wish to see?


