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Blockchain Security

● wrapped coins
● security concerns with centralized systems
● miscellaneous attacks
● issues with smart contracts



  2

Wrapped coins

● suppose you want to trade bitcoin on the ethereum 
network
– e.g. using an automated market maker, AMM

● however, bitcoin can only be transferred on the bitcoin 
blockchain, not on the ethereum blockchain

● so a bridge can accept your bitcoin and give you in 
exchange Wrapped Bitcoin (WBTC) representing your 
value in bitcoin or in satoshi
– the bitcoin are deposited to a bitcoin address, and the bridge 

issues wbtc to an ethereum address
● when given wbtc, the bridge issues back the btc it holds
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potential security issues with 
wrapped coins
● a wrapped bitcoin is not a bitcoin:

– there is much less liquidity in wbtc than in btc
– the price on open markets is often somewhat different

● the bridge itself may be vulnerable
– the bridge holds a lot of bitcoin
– the bridge can create new wrapped bitcoin
– the bridge may be controlled by a single entity (I don’t 

think this is the case for WBTC over ethereum)
– the bridge code may have bugs

●
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security concerns with centralized 
systems
● in spite of the emphasis on Decentralized Finance 

(DeFi), much of the crypto ecosystem is centralized
● many of the crypto on-ramps, where people can 

exchange $/€/etc for crypto, are centralized
– coinbase, kraken, binance, gemini, and many, many more

● closed-source systems may be more vulnerable to attack
– it is harder to find the bugs

● for both attackers and defenders!

● centralized control may lead to losing the crypto if the 
people in charge cannot be trusted
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centralized control may lead to 
losing crypto
● rug pull: the owner of the site steals the crypto

● insider attack: someone with special privileges steals the crypto

● hack: someone else steals the crypto

– sometimes a “white hat” hacker will return 90% of the stolen crypto

● losses from bad investments: FTX lost money from bad 
investments, but (almost) nobody knew it until it suddenly 
collapsed

– Mt. Gox may have wasted crypto to try to support prices

● the Terra/Luna collapse was due to a bank run on an 
insufficiently backed (or unbacked) currency – poor design
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cryptojacking

● if I can access your device
● I can ask your device to mine cryptocurrencies and 

deliver any rewards to an address I control
● the return is minimal, but
● if I can access thousands such devices, this 
cryptojacking might be worth the effort

● this consumes some energy on your device and 
may slow it down, but does not otherwise damage 
your system
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Denial of Service (DoS)

● all blockchains require active nodes to be connected to the 
internet

– miners or stakers/validators can only obtain new crypto while 
connected to the internet

● if an attacker wants to hurt a specific node or set of nodes, they 
can send connection requests or data to interfere with the node’s 
connection with the internet

● peer-to-peer (P2P) protocols expect nodes to accept incoming 
connections from anybody, so blacklisting a suspected DoS 
attacker may not be the best solution

● DoS might also try to isolate a node from the wider Internet 
(eclipse attack)
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Sybil attacks

● many projects idealistically want to grant coins to each person

● however, on the internet it is hard to identify individual people

● a system might assume that everyone on a network is a human, and allow 
each human to introduce other humans

● however, a cheating human can introduce lots of fictitious (non-existent) 
friends

– each of the non-existent friends can be on a different device, as if they were 
real people

● this is called a Sybil attack, from a movie about a person with multiple 
personalities

● the Worldcoin project tries to identify people from iris scans

– but there are privacy concerns
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Transaction replays

● assume a blockchain has a hard fork
– e.g. the fork between btc and bch
– or the fork between eth and etc

● after the hard fork, most of the unspent transaction outputs are 
still on the joint part of the blockchain

● therefore, any transaction on one of the forks that only spends 
old UTXOs can be replayed on the other fork

● this has little advantage for the attacker – if blocks are not full, 
a miner may include such transactions to increase their miner 
fees
– the cost may be great for the spender, who may have a hard time 

recovering the funds on the other blockchain
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other blockchain attacks

● 51% attack
● selfish mining: mining in ways that don’t support the 

network
– e.g. mining empty blocks

– or not broadcasting new blocks to have a better chance of 
finding a longer chain

– double-spending: an attacker who mines the next block can 
choose not to include a transaction they have issued and for 
which they have received the corresponding value, and 
instead include a different transaction spending the same 
UTXO
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smart contract vulnerabilities: 
front-running
● if I submit a trade to an automatic market maker (AMM), my 

trade will change the balance in the liquidity pool, giving a 
different exchange rate

● if you see my transaction before it is included in a block, and 
you have some control over the order in which transactions 
are included in a block (e.g. by offering more gas), you can 
trade before me, getting the better exchange rate

● you can then follow this by a reverse trade, making free 
money
– I am hurt by getting a worse exchange rate
– this is called a sandwich attack, where my your two transactions 

sandwich mine
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other smart contract 
vulnerabilities
● re-entrancy attacks (e.g. the DAO hack)
● oracle manipulation

– e.g. manipulating market values that oracles report to 
the blockchain

– or DoS’ing centralized oracles to keep them from 
giving current values

● manipulation of timestamps
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people vulnerabilities

● phishing
– I’m so-and-so (your boss/friend/etc), and need X crypto 

to get me out of trouble or to take advantage of an 
opportunity

● insider attacks in an organization
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other vulnerabilities

● malware infecting the device that has the keys to the 
coins

● physical attacks on such devices
● front-end scripts that don’t perform as advertised
● break-ins to centralized accounts

– for someone logging in over http instead of https
– do you reuse your passwords?

● quantum computers may break conventional 
cryptography


