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midterm review

● ERC-20 tokens
● NFTs
● stablecoins
● DeFi
● blockchain privacy
● programming in Solidity
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ERC-20 tokens

● ERC-20 tokens are fungible (one is as good as 
another)

● the ERC-20 document specifies a standard interface 
and gives sample code for implementation

● most "altcoins" follow ERC-20 or one of its 
successor standards

● the standard implementation keeps a mapping from 
addresses to balances

● minting, transferring, and burning modify this 
mapping
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ERC-721 non-fungible tokens

● each NFT is different from all the others
● not divisible
● no liquid market, each NFT is unique

– usually traded on specialized markets such as opensea, 
https://opensea.io

● often carries data or a hash of data that identifies a 
property of interest, including artwork or other 
real-world assets (RWAs)

https://opensea.io/
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stablecoins

● ERC-20 coins with a mechanism that attempts to 
maintain a fixed value in reference to something 
else of value
– e.g. $1/coin

● the mechanism creates one stablecoin for every 
unit of value received, and issues stored crypto for 
every stablecoin redeemed and burned

● usually the value of the crypto received or issued is 
determined by an oracle
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specific stablecoins

● Tether/USDT: largest by capitalization
● Circle/USDC: largest with clear proof of reserves
● Terra/UST: now defunct algorithmic stablecoin, 

backing crypto lost all its value in a "bank run"
● DAI: largest stablecoin maintained by a DAO

● central bank digital currencies/CBDCs: issued by a 
central bank, and backed by the bank's ability to issue 
money
– potential concerns about privacy and censorship
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Decentralized Finance

● DeFi is one reason why people are interested in crypto
– a chance to reinvent the world of finance without giving power 

to centralized actors

● smart contracts can provide a market to exchange one 
crypto for another:
– regular market matches bids and asks

– Automated Market Maker keeps liquidity pools of both 
cryptos, with the exchange rate determined by the ratio 
between the two pools

● flash loans allow you to use crypto you don't own, as long 
as you pay it all back by the end of the transaction
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Decentralized Finance:
Uniswap case study

● the original Automatic Market Maker/AMM

● gives incentives to:

– market makers, needed to provide liquidity

– arbitrageurs, needed to keep the liquidity pools in balance with the exchange rate 
that prevails in the broader market

– users get a competitive exchange rate, needed to pay the market makers

● early version only allowed exchange ETH for ERC-20 coins, now directly 
allows ERC20 to ERC20 conversion

– Ethereum has evolved to where the network fee no longer has to be paid in ETH 
before the transaction can take place

● copycat sites using same open source code, e.g. Sushiswap, are now (since v3) 
less successful because they are unable to legally use the latest version of the 
source code
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blockchain privacy

● since blockchain data is public, pseudonymity is 
the main mechanism for privacy on blockchains
– or using privacy coins: Zcash, Monero

● anonymity set determines who else might have 
done what a person did

● TOR and I2P: onion routing, where intermediate 
routers only know the previous and next hop, and 
not the final destination

● coin mixing
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programming in solidity

● the basics of smart contracts
● make sure you can read and understand solidity 

code
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other subjects

● anything covered earlier in the semester may also 
appear on this midterm


