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Blockchain Privacy

* ideal and actual privacy
* anonymity on the Internet

* anonymous use of crypto
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challenges

* on a blockchain, enough information that each
transaction can be verified must be public,
including:

— signature

— code (Script or EVM)

— amounts transacted

* a transaction T spending the output(s) of other
transactions T', T" necessarily establishes a link to
those other transactions |
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ideal privacy

e it would be good to have a flexible amount of privacy

* for example, that nobody other than the tax office can see how much
money one has earned in a year

* the tax office should not be able to tell who the money came from, but
maybe law enforcement should be able to tell

* your doctor should have access to your health information, but maybe
your insurance should not, and almost surely your employer should not

e perhaps zero-knowledge proofs can help with this, but

* none of this is commonly available at this time: neither bitcoin, nor
ethereum, nor any of the common blockchains provide substantial
privacy |
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actual privacy on blockchains

in most blockchains, the only secrets are the secret keys, and who controls which secret
key

— if I can associate a secret key with a person, I may be able to identify how much crypto that
person owns and how much they have sent at what times and to which addresses

a couple of L1 cryptocurrencies have been designed to obscure significant transaction
details such as the above: |

— Zcash, which uses zero-knowledge proofs

— Monero, which uses ring signatures

smart contracts on Ethereum can provide some degree of privacy: users submit their
ethers, and can withdraw other ethers by providing a zero-knowledge proof that they
are entitled to do so

— such a ZKP does not identify which deposits correspond to which withdrawals
— I think Tornado Cash operates in this way

— Tornado Cash was sanctioned by the U.S. government, then un-sanctioned by a judge



What does privacy mean,
anyway?

 the U.S. census bureau releases statistical information that is not
supposed to identify individuals

* supposing all the individuals in a zip code who are over 100 years
old make less than $50,000/year, should the census bureau publish
that statistic?

— what if: only one 100-year old lives in that zip code?

— what if the FBI accuses everyone (or 90% of the people) in a zip code of
being a criminal?

* statisticians refer to a set of individuals who cannot be distinguished
using the given statistics

— this limits what statistics can be published

— now and forever (since any later statistic could be used to restrict the set)
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anonymity on the Internet: TOR

* The Onion Router allows a sender to route messages to
arbitrary Internet destinations over an arbitrary set of TOR
routers

* in general, packets and destinations are encrypted with the
public key of each TOR router

* each router knows the next router it sends to
* only the final (egress) router knows the Internet destination

* if someone can snoop on ingress and egress routers, they
may be able to correlate packets and do traffic analysis to
establish which IP address is connecting to which other IP |
address
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anonymity on the Internet: I2P I

* the Invisible Internet Project

* similar in many ways to TOR; but:

— developed from an earlier project called FreeNet

— (as far as we know) not developed by U.S. government
researchers

e Monero uses I2P
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* homomorphic encryption allows the performance
of basic arithmetic and logic operations on fully
encrypted data

anonymous code execution

— but its execution is many times slower than the
execution of native operations

* indistinguishability obfuscation is a way to prove
that a computation gives the correct results without
showing how they are computed or what the inputs
are
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CoinJoin: coin mixing on a
blockchain

* suppose a number of people want anonymity for their bitcoin

e a centralized server can take their coins, then send them to an
address that the server received encrypted

— the sending is delayed until a suitable anonymity set has built up
— all amounts in the anonymity set must be the same

— the server knows who they are sending to, but there may be ways to
avoid this

* the U.S. government has suggested that anyone in this kind of
business may be a money transmitter, and must therefore abide
by Anti-Money-Laundering rules

& there are also decentralized ways of mixing coins
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https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20Guidance%20CVC%20FINAL%20508.pdf
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