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Midterm 2 Review

● material from the previous midterm

● smart contracts

● oracles

● EVM communication

● proof-of-work vs. proof-of-stake (PoW, PoS)

● Ethereum programming

● Solidity

● blockchain scaling, layer 2, LN, rollups
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Material from the previous 
midterm

● blockchains

● peer-to-peer (P2P) distributed consensus

● bitcoin

– and the Script language

● ethereum

● cryptographic primitives including:

– hashes

– public-key cryptography

– zero-knowledge proofs

● EVM and smart contracts
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Smart Contracts and 
Communication
● Distributed Autonomous Organizations, DAOs

– voting by governance token

– the DAO hack and re-entrancy attacks

– soft fork vs. hard fork

● derived coins, ERC-20
– initial coin offerings, ICOs

● Externally Owned Accounts may send messages to smart 
contracts, which can then respond by sending messages to 
each other or back to EOAs

● each message may carry a value in ethers
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Cryptocurrency Communities

● Bitcoin Improvement Proposals (BIPs)

● Ethereum Improvement Proposals (EIPs) and Ethereum Requests for 
Comments (ERCs)

● historical hard forks:

– Ethereum response to the DAO hack
● and creation of Ethereum Classic (ETC)

– Bitcoin SegWit
● SegWit is technically a soft fork, but
● an almost-simultaneous hard fork created Bitcoin Cash (BCH)

– Ethereum Merge, move to proof-of-stake (PoS)
● nobody? continued mining on the old blockchain

● on a blockchain, is code law?  yes and no (no in case of hard fork)
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Oracles

● smart contracts can be more useful if they can access 
data that is not on the blockchain

● bringing such data onto the blockchain is done by 
oracles

● the blockchain knows nothing about the outside world, 
so the data is only correct if the oracles provide the 
right data
– the smart contract can query multiple oracles and try to 

exclude unreliable ones
● querying an oracle costs gas
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Proof-of-Work vs. Proof-of-Stake

● proof of work rewards those who invest resources into mining new 
blocks
– resources are mainly specialized hardware and energy
– blocks are awarded by a digital lottery

● proof of stake rewards those who commit (stake) their Ethers and 
consistently run software to validate blocks
– proof of stake requires much less energy!!!!
– proof of stake provides rewards for owning (and staking) Ethers, is 

somewhat analogous to interest
– the rewards vary based on the number of other staked eth
– validators can be slashed (lose there eth) if found to be misbehaving

● with PoS, blocks are produced on time (every 12 seconds) rather 
than at random times
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Ethereum programming

● JSON and RPC
– Remote Procedure Call lets one process exchange data 

with another, usually long-running, process
– the data is encoded (linearized, externalized, serialized) 

using JavaScript Object Notation
– the EVM uses Recursive Length Prefix to uniquely 

encode any given structured data
● programming languages that create EVM code: 

Serpent (historical), Solidity, Vyper
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Solidity

● chapter 11 in the textbook, beginning on p. 354
● 256-bit uints
● pragma solidity ^version

● events
● constants can have a currency value (1 wei)
● transfer, send, or call to send Ether

– call recommended, can specify gas

● fallback called if no receive or if msg.data is 
not empty, else receive called
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avoiding re-entrancy attacks

● make all changes to the state before transferring 
control to any other contract

uint oldbalance = balance;

balance = 0;

(bool sent, bytes memory data) =

   to.call{value: oldbalance}("");

● can also limit gas, but that is less foolproof
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Solidity by example

● https://solidity-by-example.org/
● Hello World
● ERC 20
● English Auction

https://solidity-by-example.org/


  11

Development environments

● solc compiler
● remix web IDE
● many more!!
● challenge: how to test code without

– spending ethers
– creating long-lived buggy contracts on the EVM

● various sandboxes, of which we have explored the 
one provided by remix

https://remix.ethereum.org/
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blockchain scaling

● solutions with big drawbacks, generally not used: 
larger blocks, faster block times, sharding 
transactions

● layer 2 solutions:
– bitcoin lightning
– rollups on ethereum

● ideally, one L1 transaction summarizes many L2 
transactions
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bitcoin Lightning Network (LN)

● each new commitment gives the peer the ability to 
acquire all the bitcoin in the channel if this node 
misbehaves by trying to acquire more than they are 
owed

● initial Funding Transaction
● each new Commitment transaction is a Revocable 

Sequence Maturity Contract (RSMC) with a fixed 
delay for retrieving one's own coins, but immediate 
satisfaction of the peer if we have misbehaved
– the peer can exercise their Breach Remedy Transaction
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● the next two slides are material that may be 
interesting, but will not be on the exam
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Vyper

● vyper compiler
● similar to python:

– Vyper programs should be Python programs
– Python programs may not be Vyper programs
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ethereum rollups

● optimistic rollup: the blob entered on the Ethereum 
blockchain contains the state update, but no proof 
that they are correct
– a wronged party has a finite time to challenge the 

update by providing a proof of fraud
● zero-knowledge rollup: the blob entered on the 

Ethereum blockchain proves that all the 
transactions have been signed and executed 
correctly, but is much smaller than the encoding of 
all the transactions


