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Programming the EVM

* Solidity
* Vyper

* Example Smart Contracts
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Solidity

* solc compiler
solc ——-version

e inspired by C++ with some influence from Python
(R V) = RS
Contract ¢ = new Contract {val USEEEsEsta gk ;
function add2(uint x,  uint/ y) OURIEEESNEEc ™ SCCINEET] = s s RN
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}

* types include 256-bit uint, mutable string (including unicode), bytes/bytes1..bytes32,
structs, mappings

* semantic versioning: pragma solidity 70.8.8.0;

]

includes events, typed constants (1 ether, 1 wei), interfaces, exteptlons with .
try/catch, // or /* comments */




Solidity Transfers

. 3 ways to send Ether:

= transfer, throws error if fails
= send, returns bool for success/failure

= call, returns bool, can specify gas, recommended
*  to avoid re-entrancy attacks,

3 make all state changes before calling any other contract

. 2 ways to receive Ether:

= receive () external payable, called if msg.data is empty

=, fallback () external payable, called if msg.data is not empty or if receive does not exist

function sendvViaCall (address payable _to) public payable {
7/ Cadl returns a beelican wallte *ndicat ingiisticCEScMcTaE=NuNTia=y:
// This is the current recommended method to use.
(bool sent, bytes memory data) = _to.call{value: msg.value}(""g;

require (sent, "Failed to send Ether"); "

@ |




Solidity function modifiers

U EtHon (S method, procedure) declarations may be decorated with
different modifiers:

ublic/private: same meaning as in Java and other object-oriented
anguages

external: can only be called via messages. internal: only callable
from the contract

pure or view: the function does not modify (or for pure, even access)
state variables

payable: a call may include ether (address payable is a type;
bytes memory is a type for an array of bytes that is copied to memory,
which is not kept between calls)

returns (type) : the type of value returned by the function

override: this function or variable overrides the function of the same
name in the superclass/supercontract

virtual: this function may be changed in subclasses/subcontracts

® https://docs.soliditylang.org/en/latest/cheatsheet.html
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https://docs.soliditylang.org/en/latest/cheatsheet.html

Solidity assertions

* if a transaction fails for any reason, execution stops, the long-
term state (st orage) is reverted, and the gas consumed goes
to the miner

—4 ag Seri i > NP

- require (msg.value > 1000) ;

* torevert, require (false, "reason"),;

* uncaught exceptions end the transaction

— address.transfer () has error on failure

— address.send () returns false on failure

* see Exception Handling at
@ hitps://reference.auditless.com/cheatsheet/
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https://reference.auditless.com/cheatsheet/

Solidity events

* an event is declared like a struct:
event Deposit (
address indexed i Trom;
bytes32 1ndexed _1id,
VA B ara e
* the code can then emit the event:

emit Deposit (msg.sender, _1id, msg.value);
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Vyper

9 vyper compiler

vyper —--version

. Python for the EVM

@external

@payable

def bid() :
# Check if bidding period has started.
assert block.timestamp >= self.auctionStart
# Check if bidding period is over.
assert block.timestamp < self.auctionEnd
# Check if bid is high enough

assert msg.value > self.highestBid

# Track the refund for the previous high bidder

self.pendingReturns[self.highestBidder] +=

# Track new high bid

self.highestBidder = msg.sender

self.highestBid = msg.value

self.highestBid




Vyper Types

* similar to types in Solidity, since the EVM is the same

* types include uintN, e.g. uint256, and common Python types including
"string literals"

 String[n] is a fixed-size string with n characters
e similarly for Bytes[n]
5161016 L S A e WA
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Vi Uuilnt256 ' # Creating Eilis e

* pair: Pair = Pair({x: 2, y: 3}) # Instantiating a struct
variable

@ :ssert pair.y > pair.x #Accessing elements
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* memory vs. storage allocation of variables is
implicit in Vyper: | |

Vyper Allocation

— variables declared in module scope are in storage

— variables declared within a function and function
parameters are in memory

* https://docs.vyperlang.org/en/stable/scoping-and-de .
clarations.html#scoping-and-declarations
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https://docs.vyperlang.org/en/stable/scoping-and-declarations.html#scoping-and-declarations
https://docs.vyperlang.org/en/stable/scoping-and-declarations.html#scoping-and-declarations

Vyper assertions

* if a transaction fails for any reason, execution stops, the
long-term state (st orage) is reverted, and the gas
consumed goes to the miner

= [ AdS Serlnrx S

* torevert, raise "reason"

* uncaught exceptions end the transaction
— address.transfer () has error on failure

— address.send () returns false on failure

* see Exception Handling at ‘
@ hittps://reference.auditless.com/cheatsheet/

h.
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https://reference.auditless.com/cheatsheet/

Both Languages (and the EVM) l

* storage is persistent and costs more gas
— transactions that fail leave the storage unchanged

* memory disappears at the end of a function call,
and costs less

* stack accessed with push/pop?

* only Solidity really has pointers

11
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Example Smart Contracts

* https://solidity-by-example.org/
« ERC20: implementation of a coin on top of Ethereum
- transfer used to send the coin to another address

* English or Dutch Auction

— English auction: bidder must bid more than previous bidder,
auction ends after set time — see bid and end

— Dutch auction: seller indicates starting price, decreases over

time at a regular rate, bidder must match current price — see

getPrice and buy
@® Time Lock

L.
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https://solidity-by-example.org/
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