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Programming the EVM

● programming the network nodes (RPC+JSON)
● historical: Serpent
● Solidity
● Vyper
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Programmable Node Software

● node software connects to the Ethereum network to:

– mine/stake

– support wallet functions

● node software runs continuously in the background

● node software accepts connections over a local socket to perform specific 
functions:

– send crypto to a specific address

– get balances of wallets

– query for specific blocks or transactions

– starting or stopping mining and staking

● textbook (chapter 10) gives examples of programming geth and 
Metamask



  3

Remote Procedure Call

● a procedure/method call/invocation transfers control to another 
part of the same program

● a remote procedure call or remote method invocation 
(RPC/RMI) transfers control to a given part of a different 
program

– and waits for it to complete

● the implementation of RPC must include:

– synchronization: the caller must wait until the call is complete

– transfer of parameters and results

– possible security mechanisms, e.g. limiting calls to only the local 
machine, requiring passwords or other authentication
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JSON/RPC

● JavaScript Object Notation is a human-readable 
way of encoding structured data for transmission

● for example, for the parameters and results of an 
RPC/RMI

● the encoding uses "strings": as field 
descriptors, commas , for separators, braces {} for 
structure, brackets [] for arrays 

● example at wikipedia: 
https://en.wikipedia.org/wiki/Json

https://en.wikipedia.org/wiki/Json
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JSON Example
● {

  "first_name": "John",

  "last_name": "Smith",

  "is_alive": true,

  "age": 27,

  "address": {

    "street_address": "21 2nd Street",

    "city": "New York",

    "state": "NY",

    "postal_code": "10021-3100"

  },

"phone_numbers": [

    {

      "type": "home",

      "number": "212 555-1234"

    },

     {

      "type": "office",

      "number": "646 555-4567"

    }

  ],

  "children": [

    "Catherine",

    "Thomas",

    "Trevor"

  ],

  "spouse": null

}
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JSON/RPC Example

● output of getTransactionReceipt: (book, p. 
316)
{

  blockHash: "0x...",

  blockNumber: 189,

  cumulativeGasUsed: 4200

  root: "0x....",

  ...

}
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Ethereum code structure

● node software connects to the Ethereum network to:
– mine/stake
– support wallet functions

● post-merge (PoS) Ethereum splits its functionality across two layers:
– the execution layer listens for and executes new transactions, and holds the 

state of the Ethereum data
– the consensus layer verifies that the data from the execution layer is valid

● Ethereum software often implements these two layers in separate 
programs
– the Execution Engine or EL client
– the consensus client, CL client, or Beacon node

● nodes may also have a validator, which participates in the proof of 
stake
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Serpent language for EVM

● none of the above code runs on the EVM
● Serpent is mentioned in the Ethereum whitepaper, 

with a few examples
– documentation generally dates back to 2014 or 2015

● https://github.com/ethereum/serpent (and links on 
the course website)

● Serpent is also the name of a simulation software

https://github.com/ethereum/serpent
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Solidity, Vyper, and other 
languages

● "The two most active and maintained languages are: Solidity 
[and] Vyper"

– ethereum.org

● Solidity most influenced by C++

– developed by Christian Reitwiessner, Gavin Wood, and others

● Vyper based on Python

also mentioned:

● Yul and Yul+, intermediate (rather than high-level) languages

● FE, inspired by Python and Rust, started in 2021

●

https://ethereum.org/developers/docs/smart-contracts/languages
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Solidity

● solc compiler

solc --version

● inspired by C++ with some influence from Python

(x, y) = (0, 1);

Contract c = new Contract{value: 99}(args);

function add2(uint x, uint y) public pure returns (uint) {

    return x + y;

}

● types include 256-bit uint, mutable string (including unicode), bytes/bytes1..bytes32, 
structs, mappings

● semantic versioning: pragma solidity ^0.8.8.0;

● includes events, typed constants (1 ether, 1 wei), interfaces, exceptions with 
try/catch, // or /* comments */

●
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Solidity Transfers

● 3 ways to send Ether:

– transfer, throws error if fails

– send, returns bool for success/failure

– call, returns bool, can specify gas, recommended

● to avoid re-entrancy attacks,

– make all state changes before calling any other contract

● 2 ways to receive Ether:

– receive() external payable, called if msg.data is empty

– fallback() external payable, called if msg.data is not empty or if receive does not exist

function sendViaCall(address payable _to) public payable {

  // Call returns a boolean value indicating success or failure.

  // This is the current recommended method to use.

  (bool sent, bytes memory data) = _to.call{value: msg.value}("");

  require(sent, "Failed to send Ether");

● }
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Vyper

● vyper compiler

vyper --version

● Python for the EVM

@external

@payable

def bid():

    # Check if bidding period has started.

    assert block.timestamp >= self.auctionStart

    # Check if bidding period is over.

    assert block.timestamp < self.auctionEnd

    # Check if bid is high enough

    assert msg.value > self.highestBid

    # Track the refund for the previous high bidder

    self.pendingReturns[self.highestBidder] += self.highestBid

    # Track new high bid

    self.highestBidder = msg.sender

    self.highestBid = msg.value

● types include uintN, e.g. uint256, and common Python types

●
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