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* reminder: smart contracts
* oracles

e the first DAO

e the DAO hack

* governance tokens

* Initial Coin Offerings, ICOs
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Smart Contracts

* "contractual conditions such as payment terms, liens,
confidentiality, and enforcement, minimize exceptions and
need for trusted intermediaries"

* properties:

— automatically executable

— enforceable
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— deterministic

— semantically sound (understandable by both people and computers)

— unstoppable




* contracts designed to be understood by both people
(and valid in a court of law) and computers

Ricardian Contracts

* there used to be a bond tradmg and payment
system called Ricardo

* digitally signed
* held as valuable by holders

* no need for "code is law", here executable code is
derived from the legal contract
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Oracles

* asmart contract can only interact with data on the blockchain

* asmart contract can obtain data from a specialized smart
contract trusted to bring external data into the blockchain: an
oracle

* oracles may bring into the blockchain information about the
market price of assets, or about the weather, or about political
events, or data from sensors

* with such data, insurance payouts could be automated

* oracles may aggregate data from several sources for greater
reliability, e.g. return the mean from the central 50% of sources
(i.e. excluding the top 25% and bottom 25%)
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Using an Oracle

* a smart contract sends a request to an oracle
* the code for the oracle obtains the requested data

* and sends the data to a signing software: a notary
(such as tlsnotary.org)

* the signing software returns the proof of validity to the
oracle, which returns the data and proof to the
requester

* as an alternative, the oracle can push data to smart
contracts
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Specific Oracles

* https://witnet.io
* https://chain.link

* https://realiy.eth.link

* https://truebit.io

* as of 2026, the following are no longer online:

https: //WwWW.town-crier. org https://provable.xyz. Also,

https:/iex.ec is no longer an oracle.

https://smartcontract.com could previously be used to
create new oracles, but now redirects to -

@ https://chainlinklabs.com/
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DAOs:
Alternatives to Corporations

* most economic activity is conducted by corporations

* a corporation is usually highly organized: it typically has articles
of incorporation and bylaws to specify what it may do, a board of
directors to select a CEQ and retain ultimate authority and
responsibility, and upper management responsible for different
aspects of the corporation

* the corporation is supposed to benefit the shareholders, and has a
legal duty to benefit them financially, but do the shareholders
have any rights if they disagree with what the corporation is
doing? e.g.

— paying large amounts to their upper management, or
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The DAQ, 2016

* as Ethereum was developed, many people saw this as a different way of
doing business

* they organized a DAO where investments were to be directed by the
investors

e investors obtained the DAO token, which allowed them governance
rights

— while this could allow one rich investor to wield excess power, in practice
this didn't happen

* the token also allowed owners to partake in profits, similar to dividends

* the DAO quickly accumulated about 14% of existing Ethers, about
$100M

— on enthusiasm alone, no specific projects initiated
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* unfortunately, the DAO code had a vulnerability that
allowed an unauthorized user to withdraw any
amount

The DAO hack

* this re-entrancy attack is because the code called a
caller-specified function, which could perform
another call before the state of the contract was
updated

* as aresult, about 1/3 of the ether in the DAO was
sent to an outside wallet (maybe $50M at the time)

— literally, to a child DAO where the funds were locked for
27 days '
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Immediate Results of the DAO
hack

* Ethereum and its blockchain were still secure
* but the DAO was essentially finished

* the attacker(s) remain unknown

* if "code is law", the attacker had every right to do what they
did
~ the problem was with the creator of the code, not with the attacker

* the owners of the hacked ether (the owners of the DAO) and
the community were not happy with the attack

— even they were responsible for trusting untrustworthy software

* Buterin proposed a soft fork, where the updated code would
count as invalid any transaction from the attacker's wallet

L.

10



Solution: Ethereum Hard Fork

the eventual response was to create a fork of the Ethereum
blockchain going back to before the hack, and with a
transaction that sent the DAO funds to a different address

~— not vulnerable to the hack

the original blockchain still exists, as Ethereum Classic
(ETC)

~ but is much less popular, and its ethers are worth less
~ Ethereum Classic still uses Proof-of-Work

* the attackers retained their ETC, but not their ETH

code is not law! The community is the most important
component

code is law! ETC still exists
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The Problem with the Solution:
Ethical Dilemma

* 50, can everyone who makes a mistake in a smart
contract get a hard fork to reverse their mistake?

e the Ethereum Foundation backed the hard fork

— no! of course not

* so maybe the DAO was "too big to fail", just like
Lehman Brothers in the 2008 crisis

— repeating the governmental actions that inspired bitcoin in
the first place

— but with a quasi-government composed of prominent
people and ultimately miners
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Governance Tokens

a share in a corporation entitles the owner to vote for directors and to
a share of the profits

~ the owners of shares are the ultimate owners of the corporation

a governance token may entitle the holder to vote on decisions that a
DAO takes

~ how these decisions are set up, and the details of the voting, are
determined by the smart contract

e.g. voting may take place on any proposal that has suEport from at least x
% of the tokens, and may require a quorum of q% of the tokens for the
vote to be valid

this is not a democracy: voting power is proportional to the number
of tokens held

~ voting power can be bought and sold!

so far, most DAQOs don't have a board of directors, but many have
@ formal or informal leaders equivalent to CEOs
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* the legal system is set up to govern how common
efforts are regulated

Legal Ramifications

— in the U.S., having a board of directors shields

shareholders from liability for what the corporation may
do

— so investors get the benefits, but not the legal troubles

 in the U.S., the Securities and Exchange Commission
has expressed the opinion that most tokens are
securities and should be governed by securities law

- this has sometimes been upheld by the courts
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U.S. Securities Law: the Howie
Test

the presence of 1. an investment in a common
venture premised on 2. a reasonable expectation
of profits to be derived from 3. the
entrepreneurial or managerial efforts of others

* an investment contract exists in

* who is managing a DAQO? Is it "others"?

* if securities laws apply, anyone who sets up a DAO
should register with the SEC |
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Initial Coin Offerings

* a company wishing to be listed on a stock exchange
often goes through an Initial Public Offering, IPO

* beginning in 2017, many organizations started Initial
Coin Offerings, ICOs

~ anyone can mint a coin (a new cryptocurrency) on top of
Ethereum

~ the value of the coins is unclear, so investors may purchase
them based on the possibilities of the organization

~ investors may also look at recent pricing data
* these offerings were most frequently announced on

Twitter and not registered with the SEC or.any other
@® regulator
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ICO scams

* because these ICOs were generally unregulated,
there was little to prevent scammers from creating a
coin, pocketing the investments, and disappearing

~ the relative anonymity of cryptocurrency was helpful in
the disappearing part

* these "rug pulls" have been fairly common

* authorities have been tracking down and prosecuting -

some of the people involved in these activities

* this is not to detract from all the very legitimate
ICOs!
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* "guaranteed returns", without specifying how the
returns will be generated

Some Signs of a Scam

* Multi-Level Marketing, where each participant
gains more by enrolling more people

— whose major income is from enrolling more people
rather than providing a useful product

* very hard to find out more about the organization
— hard to get real answers to hard questions

@ [many more scams are possible!
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