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Midterm 1 Review

● bitcoin
● cryptography
● ethereum
● smart contracts
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Bitcoin

● distributed consensus based on proof of work
● consensus on “which transactions are valid”

– prevents double-spending
● consensus achieved by:

– grouping transactions into blocks
– timestamping and chaining the blocks
– anonymously rewarding miners for their work creating blocks

● proof of work is the block hash being less than a certain 
number
– this difficulty adjusts every two weeks to account for changes in 

mining power, with the goal of averaging one block every 10 
minutes
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Bitcoin Reliability

● anyone can fork a blockchain
● the longest chain is the valid chain

– requires work (or luck, or breaking the hash function)
● 51% attack: anyone who can work harder than 

(everyone else combined) can create a longer chain
●
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Bitcoin Mechanisms

● public-key signatures can only be created by access to the 
secret key

– or by luck, or by breaking the cryptography

● the ScriptSig in the input part of the transaction provides a 
signature and the public key

● the ScriptPubKey in the output part of the previous transaction 
verifies the public key and the signature

● Script language can do a lot, but has no loops

● Segregated Witness (SegWit) separates part of the transaction 
so it is not included in the transaction hash (and costs less to 
send)
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Bitcoin in Action

● someone with access to the secret key(s) creates a new transaction 
and sends it to the entire Bitcoin P2P network

– miners and other nodes keep new transactions in a buffer called the 
mempool

● miners try to find blocks with a hash that satisfies the difficulty

– if they wish to support the network or to earn the transaction fees, they can 
include transactions from the mempool in the blocks they generate

● every miner that finds a new block broadcasts it on the Bitcoin P2P 
network, hoping that every other miner will now build on this new 
block

– if the new block is confirmed by being included in the longest blockchain, 
the miner can later spend the block reward and transaction fees
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Cryptographic Hashes

● many standards over the decades

– still considered strong: RIPEMD, SHA2, SHA3

– SHA2 and SHA3 have different output sizes between 128 and 512 bits

– SHA256 (used by Bitcoin) is in the SHA2 family

● mixing and combining bits so that on average, any single bit change in the 
input will change half the bits of the output

– but hard to tell which half of the bits of the output!

● Merkle trees are hashes of hashes of hashes... of the text we care about

● cryptographic hashes are hard to invert:

– hard to create text that will hash to a given value

– hard to find two texts that hash to the same value

– hard to find a text that hashes to the same value as another text
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Public-Key Cryptography

● Rivest-Shamir-Adleman (RSA), Elliptic Curve 
Cryptography (ECC)

● both can be used for encryption or for digital 
signatures
– private/secret key used for signing, public key used to 

verify
– public key used to encrypt, private/secret key used to 

decrypt
● the challenge in breaking RSA is factoring large 

numbers
– this may make RSA vulnerable to future quantum 

computers
– ECC may be more quantum resistant
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Diffie-Hellman key exchange

● two parties exchange information to derive a shared 
secret

● the secret is private even if everyone can see the 
exchange

● the exchange is secure as long as the two parties only 
accept messages from each other
– and as long as the discrete logarithm problem is hard to 

compute
● Alice sends ga mod p, Bob sends gb mod p, both 

compute gab mod p as the shared secret
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Zero-Knowledge Proofs

● a proof of a statement that doesn’t reveal anything about the data 
the statement refers to

● interactive proofs

– verifier must respond correctly to challenges

– challenger can verify the response without access to the data

– repeated correct responses make it very unlikely that the verifier is just 
guessing

– not suitable for static blockchains

● non-interactive proofs (sk-SNARKs)

– more complicated

– suitable for blockchains



  10

Ethereum

● designed to be an improved and more programmable 
bitcoin
– faster block times (12s)
– Turing complete programming language (EVM)
– an environment for distributed/decentralized applications, 

dapps
● the blockchain provides immutability and therefore 

security
● smart contracts may provide a range of functionality, 

including creating derived (L2) coins
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Ethereum in Action

● transactions created by users may send value to long-lived smart 
contracts

– the smart contracts respond as programmed, e.g. increasing the sender's 
balance of the derived cryptocurrency

● transactions carry a certain amount of gas, stop executing once they 
have burned all their gas

● miners can choose transactions based on the gas price offered by 
each transaction

● gathering transactions into blocks is similar to bitcoin

– original Ethereum used proof of work

– Ethereum now uses proof of stake, where holders of Ethereum are the only 
ones allowed to create new blocks
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Ethereum Virtual Machine

● bitcoin Script + loops + messages
● smart contracts can have long-term storage, own 

ethers, and be long-lived
● messages can deliver ethers
● in execution, EVM code can use a stack and 

memory which includes long-term (persistent) 
storage


