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Ethereum

● accounts and messages
● gas
● Turing-complete EVM
● derived coins
● high-level languages for EVM programming
● smart contracts
● oracles
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System State

● at any given time, a blockchain such as bitcoin implies 
which public/private keys can spend how many bitcoin
– also known as Unspent Transaction Outputs or UTXOs

● this collection of UTXOs is the state of the system
– to verify transactions, a node only needs this state, not the entire 

blockchain
● every valid transaction changes the state of the system
● every new block creates a new state that new blocks can be 

created on top of
– recording only the state, rather than the entire blockchain, is a 

way of compressing the blockchain (but not as secure, since there 
is no chain of hashes)
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Ethereum

● goals: scalability, standardization, feature-completeness, ease 
of development and interoperability

● design: bitcoin-like blockchain but with a Turing-complete 
language
– smart contracts have value awareness, blockchain awareness, and state

●  the Ethereum state is the collection of the state of all the smart 
contracts that still hold Ethers (UTXOs)
– 10^18 Wei (10^9 GWei) make one ether

– for comparison, 10^8 satoshi make one bitcoin

● each account or smart contract includes a nonce (increased on 
every transaction), a balance, the code, and storage for the code
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Ethereum Blockchain: Faster 
Block Times
● bitcoin blockchain times are long to avoid favoring 

the generator of the last block, which is the first to 
see the new block and to start building on it

● in the original Proof-of-Work (PoW) Ethereum, to 
have faster block times, miners who create stale 
blocks ("uncles") are rewarded with part of the 
reward they would get if successful
– include children of the uncles ("nephews")

● by design, Ethereum creates a new block every 12 
seconds
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Ethereum Accounts and Messages

● some accounts are controlled by private keys, and are 
equivalent to bitcoin

● other accounts are controlled by contracts
● contract accounts may be activated by receiving a 

message
● messages may be sent by either kind of account
● messages may contain data
● contracts may return responses to messages
● transactions are sent from external accounts
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Ethereum Gas

● in the ethereum scripting language, infinite loops would take infinite resources to 
process

– this would essentially give an easy Denial of Service attack, DoS

●  instead, each transaction carries a total amount of gas, similar to gasoline to run a 
vehicle

– the creator of the transaction has to provide the equivalent ethers

– gas consumed by storage and computational steps is given to miners

– gas left over is returned to the sender

● if the gas runs out the transaction fails and the miner keeps the gas

● technical detail: the creator of the transaction gets to decide the gasprice, how 
much gas the miner gets per computational step

– effectively works like the mining fee in bitcoin, higher gas price incentivates the 
miners to include the transaction in the next block
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Ethereum Virtual Machine, EVM

● virtual machine has a program counter (instruction pointer) that 
begins at location 0

● storage includes:

– stack (like the bitcoin Script)

– memory, which expands as needed

– long-term storage, which persists past any given run and is part of 
the Ethereum state

● the code has access to the incoming message's value (number 
of ethers), sender, and data

● unlike bitcoin, there is a JUMP instruction that makes it 
possible to have loops (and JUMPI for conditional jumps)
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EVM Execution State

● shared global state, including balances and long-term 
storage

● current transaction
● message
● code
● memory
● stack
● program counter
● gas
●

●
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Derived Coins
(Layer 2 or L2 coins)
● a smart contract can use an array to track which public key 

"owns" how many units of a derived crypto

● transfers are only allowed when signed by the corresponding 
private key
– and if there is enough ether in the contract

● to transfer a fixed amount of $, an external reference (an 
oracle) can provide the value of $/crypto

● since these new coins are layered on top of Ethereum, they 
are known as Layer-2 or L2 coins
– bitcoin, ethereum, and many others are base layer coins or L1 coins
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Ethereum Programming

● just as Java can be compiled to JVM, many high-level languages can be 
compiled to EVM

● wikipedia used to list:

– Solidity – a language library with similarities to C and JavaScript (the only 
language still listed)

– Serpent – similar to Python, but deprecated

– Yul – an intermediate language that can compile to various different backends
—EVM 1.0, EVM 1.5, and eWASM are planned

– LLL – a low-level Lisp-like language

– Mutan – Go-based, but deprecated

– Vyper – a strongly-typed Python-derived decidable language

● also Why3 – a language for formally proving programs

https://en.wikipedia.org/w/index.php?title=Ethereum&oldid=1195815799#Contract_source_code
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Smart Contracts

● "contractual conditions such as payment terms, liens, 
confidentiality, and enforcement, minimize exceptions and 
need for trusted intermediaries"

● properties:
– automatically executable

– enforceable

– secure

– deterministic

– semantically sound (understandable by both people and computers)

– unstoppable
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Ricardian Contracts

● there used to be a bond trading and payment 
system called Ricardo

● contracts designed to be understood by both people 
(and valid in a court of law) and computers

● digitally signed
● held as valuable by holders
● no need for "code is law", here executable code is 

derived from the legal contract
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Oracles

● a smart contract can only interact with data on the blockchain

● a smart contract can obtain data from a specialized smart 
contract trusted to bring external data into the blockchain: an 
oracle

● oracles may bring into the blockchain information about the 
market price of assets, or about the weather, or about political 
events, or data from sensors

● with such data, insurance payouts could be automated

● oracles may aggregate data from several sources for greater 
reliability, e.g. return the mean from the central 50% of sources 
(i.e. excluding the top 25% and bottom 25%)
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Using an Oracle

● a smart contract sends a request to an oracle
● the code for the oracle obtains the requested data
● and sends the data to a signing software: a notary 

(such as tlsnotary.org)
● the signing software returns the proof of validity to the 

oracle, which returns the data and proof to the 
requester

● as an alternative, the oracle can push data to smart 
contracts
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Specific Oracles

● https://witnet.io
● https://chain.link
● https://realiy.eth.link
● https://truebit.io

● as of 2026, the following are no longer online: 
https://www.town-crier.org https://provable.xyz. Also, 
https:/iex.ec is no longer an oracle. 
https://smartcontract.com could previously be used to 
create new oracles, but now redirects to 
https://chainlinklabs.com/

https://witnet.io/
https://chain.link/
https://realiy.eth.link/
https://truebit.io/
https://www.town-crier.org/
https://provable.xyz/
https:/iex.ec
https://smartcontract.com/
https://chainlinklabs.com/

