Blockchain programming
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* bitcoin script

* smart contracts




Bitcoin Script

* each transaction on the bitcoin blockchain is actually
a program written in an assembly-like language
called Script

* Script uses a stack of byte vectors
— some operations treat these byte vectors as numbers

* to spend the output of a transaction T1, the
transaction T2 must provide a script which sets up a
stack, such that executing the output script in T1 |
after the input script in T2 results in True being at the

@ top of the stack |
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Bitcoin Script Example: standard
pay-to-public-key transaction

* spend a previous input (scriptSig):

signature

public-key

// push the signature onto the stack

// pus.

* pay to a public-key |

@2 DUR

1 the public key onto the stack
hash (scriptPubKey):

i

uplicate the public key

OP_HASH160 // push hash of public key

public-key-hash // push the public key onto the stack again

OP_EQUAL_VERIFY // verify that they match
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OP_CHECKSIG // hash transaction, verify that sig matches



Special Bitcoin Scripts

* unspendable output: OP_ RETURN
* require N out of M signatures: OP_CHECKMULTISIG

e time lock:

— push signature, public-key, expiration time

— OP_CHECKLOCKTIMEVERIFY // compare top of stack
to current block height

— OP_DROP // remove time from top of stack

— OP_HASH160, public-key-hash, OP_EQUAIL_VERIFY,
OP_CHECKSIG // standard
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Bitcoin Transaction Malleability

* some fields of a transaction can be modified without changing the
validity of the transaction

— anew valid signature may be different from the original signature
— additional Script code could be added before scriptSig

— malleability can only affect the transaction before it is included in a
block

* these modifications change the transaction ID, without changing
the validity of the transaction, and in unusual cases can cause
problems

* so instead, bitcoin since 2017 segregates the witness data that
spends earlier transactions and creates the transaction ID from the
hash of only the spending data
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— this is known as Segregated Witness or SegWit




Smart Contracts

* the bitcoin Script language is 1ntent10nally not Turing
Complete

— in particular, it has no loops and only one stack

— still, clever people have done clever things with it

* a more powerful language might allow more generic
smart contracts

* the analogy is to a contract in law, but this is computer
code, so:

— executes more rigidly (no human in the loop), but:

— can encode a wide variety of conditions
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Smart Contract EXamples

* hedging: after time T, send $100 to Alice and the rest to Bob
— requires an oracle that knows how much the crypto is worth in $

* lottery: if the next block hash is even, pay Alice, otherwise pay Bob
* regular payments: send crypto periodically

* hierarchical organization: allow one public key to control what
transactions other public keys may sign

* create new cryptocurrencies without having to create new blockchains

* bounties for solutions to computational problems

- e.g. for finding a collision in the shal algorithm

online voting
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Decentralized Autonomous
Organizations: DAOS
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organizations have bylaws and other rules that define what the
organization may do and how it is organized

a long-lived smart contract can manage the assets of an
organization and determine when and where they are sent

— and receive new assets

voting power in such a DAO is associated with public keys
rather than individuals

— and ownership of governance coins rather than "one person one vote"
(as in democracies) or "one share one vote" (as in corporations)

unlike democracies and corporations, in a DAO the members
are expected to be quite involved in the governance




