Reviewing the Bitcoin whitepaper

 reminders: transactions, blocks, and the blockchain
* the bitcoin P2P network

* block explorers

° mining incentives

* bitcoin privacy

* the 51% attack

* summary: the blockchain provides an immutable record of
transactions, each of which relies on digital signatures to record .
ownership of bitcoin
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reminder: mechanisms for bitcoin

* digital signatures to prove the intent to spend

e P2P network timestamps transactions, to prevent double-
spending

— broadcast: everyone sees and saves every transaction

* proof-of-work establishes distributed consensus for which
transactions are valid

— transactions are combined into blocks
— each new block refers to the previous block, creating a blockchain

— an attacker needs 51% or more of the CPU power of the network to

create a longer chain of blocks




Block Explorers

* a web search for "bitcoin block explorer" will
likely give many matches

* these are web interfaces to programs that
participate in the P2P network, storing and
providing access to all the blocks

* as well as access to blocks and transactions, they
may provide other information
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section 4. Proof of Work

e since the hash is hard to invert, it is hard to find a block that hashes
to a number H beginning with a given number of 0 bits or less than a
given number (the difficulty)

— on average must hash 2* blocks to find a hash beginning with x 0 bits

* the block header has a field (the nonce) designed to be modified
before recomputing the hash

* finding such a block/hash takes work, and so creating an alternative
block with different transactions is hard

* the longest blockchain is always valid, other (forked) blocks do not
provide evidence of valid transactions

* in bitcoin, the difficulty is adjusted every 2 weeks or so, so that
average block time is about 10 minutes
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e all transactions are broadcast to all network nodes

section 5. Network

» a node that finds a block with a valid hash
broadcasts it to all other nodes

— the other nodes check the Validity of the block and all
1ts transactions

 if the block is valid, all nodes start to build on this
new block, extending the blockchain
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section 6. Incentive

* each block includes a reward in bitcoin that the block
generator (the bitcoin miner) can give to any public key of
its choice

— the block reward is halved every 210,000 blocks, approximately
every 4 years: 50 BTC beginning in 2009, 25 in 2012, 12.5 in
2016, 6.25 in 2020, and 3.125 from 2024

— the total number of bitcoins created will never exceed 21,000,000

* every transaction spends all its inputs: if the outputs add up
to less than the inputs, whatever is left also belongs to the
block miner

— this "whatever is left" is the transaction fee
— the sender of the transaction decides how much to give the miner
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section 10. Privacy

* with a bank, the banker knows everything, and is
trusted to keep confidentiality

* with bitcoin, if the public keys are anonymous,
observers can see the amount of the transfer, but not
know who it is from or to

* note that keeping the keys anonymous can be hard!

— if I know who the sender of a transaction is, maybe I
can find out who they sent to

— companies such as Chainanalysis are in the business of -
trying to attribute transactions to people or groups
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The 51% attack

* an attacker that has more computing power than all the
honest nodes can compute new blocks faster than the
rest of the network

* such an attacker could create blocks that transfer the
bitcoin of a given transaction to a different public key
than what was timestamped by the honest nodes

* eventually the attacker’s blockchain will be longer and
the alternate transaction will be considered valid

* this attack was recently demonstrated on the
Monero/XMR network, not for gain, rather just as a
demonstration
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How this blockchain solves the
distributed consensus problem

* block correctness proven by the chain of hashes

* producing each block requires substantial cost and
provides substantial reward

* incentives towards keeping miners honest:

— a miner that supports double-spending transactions
weakens the entire bitcoin system, lessening the value
of their own bitcoin

* the 51% attack requires a huge amount of
resources: more than all the other participants put
together
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* the collection of transactions forms a directed graph,
where the nodes are addresses and the links are
transfers of coins

data structures

* the blocks generally form a linear chain, with each
block containing the hash of the immediately
preceding block

— a fork occurs when there are two or more valid blocks,
both/all referring to the same earlier block

e the fork is resolved when the next block is created,
referring to only one of the forked blocks
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data structure visualization

Single Chain

Checkpoint Tree
Transaction Graph Blockchain Tree

credit: a graph model based blockchain implementation for increasing pe'rformance and
. secutity in decentralized ledge systems, Tsoulias et al, 2020
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* sometimes a blockchain needs to evolve by changing the
rules for which blocks are valid -

evolving the blockchain

— for example: from block 123456, it will be possible for
transactions to use hash functlon SHA3-512 instead of
SHA256

* miners that agree to the change will incorporate such
blocks into their blockchain

* miners that don't agree to the change will keep working
with only transactions that they approve

* the result is a forked blockchain with two growing
chains all leading to the last block acceptable to both
sides
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soft fork vs. hard fork

* if the new rule is to stop accepting something that was
acceptable before, and the vast majority of miners agree,
there is no literal fork, only one chain of blocks continues
to grow: this is a soft fork

* if the new rule accepts things that were not acceptable
before, and a substantial proportion of miners disagree,
both forks continue to grow: this is a hard fork

* example: Ethereum created new rules, implemented in the
modern Ethereum blockchain

e the old rules are still observed in the Ethereum Classic
® blockchain
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Read the bitcoin paper!

* more details than presented here

* written like an academic paper
— but not formally published
* mostly written for a not-very-technical audience

e the technical details are in the code and other
documents
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What is bitcoin?

"Bitcoin is a cryptograpic currency with a number
of novel technological innovations which solve a
number of problems inherent in fiat currency. The
result being a decentralized currency which
eliminates inflation, diminishes censorship, and
excludes central banks and the State. If that isn’t
brilliant enough on its face, excluding the need to
add magical fairy attributes, nothing will be."

® (quote from social media)
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