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● Stream Control Transmission Protocol 
(SCTP)
● Real Time Protocol (RTP) and RTP Control 
Protocol (RTCP)



  

Additional Internet Transport-Layer 
Protocols

• Stream Control Transmission Protocol (SCTP)

• Real Time Protocol (RTP) and RTP Control Protocol (RTCP)

• Real Time Streaming Protocol (RTSP)



  

Stream Control Transmission 
Protocol

• all the functions of TCP, and much more
• each connection carries any number of independent, reliable 
streams of packets
• a transmission sequence number and also a stream sequence 
number
• each IP packet can carry multiple independent chunks
• fragmentation of application packets
• end-system may be identified by multiple IP addresses
• congestion control done on the basis of IP address pairs
• flow control similar to TCP
• some support for security
• selective acknowledgements are not really piggybacked (except 
that multiple chunks may be in the same packet)
• checksum is 32-bit CRC
• RFC 4960
• in-class discussion: what problems does SCTP solve that TCP 
doesn't?



  

SCTP format

• packet structure
0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        Common Header                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          Chunk #1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ...                                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          Chunk #n                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

• common header

0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     Source Port Number        |     Destination Port Number   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      Verification Tag                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           Checksum                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



  

SCTP chunk format

         0                   1                   2                   3
        0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |   Chunk Type  | Chunk  Flags  |        Chunk Length           |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       \                                                               \
       /                          Chunk Value                          /
       \                                                               \
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

• chunk types: data (0), init and init ACK (2), SACK (3), 
heartbeat and ack (4, 5), abort (6), shutdown and ack (7, 8), 
error (9), cookie and ack (10, 11), ECNE and CWR (12, 13), 
shutdown complete (14)



  

SCTP data chunk format

        0                   1                   2                   3
        0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |   Type = 0    | Reserved|U|B|E|    Length                     |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                              TSN                              |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |      Stream Identifier S      |   Stream Sequence Number n    |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                  Payload Protocol Identifier                  |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       \                                                               \
       /                 User Data (seq n of Stream S)                 /
       \                                                               \
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

•U means unsequenced (i.e., ignore the stream sequence 
number), B and E mark the beginning and end fragments of a 
user message



  

Real-Time Protocol, RTP

• for time-sensitive data where loss is acceptable

• defined as two protocols, RTP and RTP Control Protocol or 
RTCP (RFC 3550)

• RTCP provides quality of service and congestion feedback

• an RTP profile is defined for video and audio (RFC 3551)

• typically layered on top of UDP, with an even port number 
for RTP and the next higher port number for RTCP



  

Real-Time Protocol, RTP
0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|V=2|P|X|  CC   |M|     PT      |       sequence number         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           timestamp                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           synchronization source (SSRC) identifier            |
+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
|            contributing source (CSRC) identifiers             |
|                             ....                              |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+    
• P records whether the data is padded
• X records whether there is a header extension
• CC is the number of contributing source identifiers
• M is for application purposes in marking within the stream
• PT is profile-dependent, identifies media type
• sequence number is for application purposes

• packets may not be delivered in sequence
• timestamp identifies the time of the sample
• synchronization source is a randomly chosen ID for each source of timestamps
• contributing sources are the SSRC IDs of the sources that have contributed to 
this data



  

Additional Real Time Protocols

• Real Time Streaming Protocol, RTSP, controls one or more 
sources of real time data, e.g. RTP streams (RFC 2326)

• Session Initiation Protocol provides additional session-level 
primitives, (RFC 3261)



  

Real-Time Audio and Video 
transmission

• original digital telephone network designed to carry 8,000 voice 
samples per second per channel: synchronous network (SONET)
• compressed audio and video still need timely delivery, but do not 
have bandwidth guarantees
• audio and video may be multicast for conferencing
• data loss and data delay have the same effect
• for pre-recorded data, if maximum delay is known, can pre-
stream and buffer a corresponding number of frames (Video On 
Demand, VoD)
• actual bandwidth, delay, and jitter experienced on stream define 
the Quality of Service, QoS
• a QoS may also be requested as part of resource reservation
• if audio stream is given higher priority,
•  the overall transmission can tolerate higher data loss, and
•  temporary loss of video stream is less disruptive than 

temporary loss of audio stream 
• video and audio streams must be re-synchronized at receiver
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