UNIX Cheat Sheet/Permissions


UNIX SYSTEM BASICS

The cat Command 

The more Command

The less Command

The head Command 

The tail Command

INPUT/OUTPUT
PIPES

MANAGING FILES

MANAGING YOUR FILES WITH UNIX 

The ls Command 

The rm Command 

The cp Command

The mv Command

The wc Command 

The cmp Command

The diff Command

The grep Command

The sort Command

PRINTING FILES 
MANAGING DIRECTORIES
USING WILDCARDS AND SYMBOLIC SUBSTITUTION 
The pwd Command

The cd Command

The mkdir Command 

The cp Command

The rmdir Command

PROTECTING FILES 
The chmod Command

Checking Existing Permissions

MISCELLANEOUS COMMANDS 

The history Command

The alias Command 

The cal Command 

The date Command 

The who Command

The quota Command

The limit Command 

SHELL AND ENVIRONMENT VARIABLES
The set Command 

The echo Command 

The printenv Command 

The setenv Command

THE .LOGIN AND .CSHRC FILES 
.. 

an abbreviation for the parent directory of the current directory. See also "cd", below. 

pwd 

will display the complete name of the current directory. If you issue this command immediately after you log on, you will see something like /home/oksun2/student/yourname. 

mkdir 

will create a subdirectory immediately beneath your current directory. For example, if you issue the command mkdir cosc111 immediately after you log on, you will create /home/oksun2/student/yourname/cosc111. 

cd 

will make the subdirectory you specify the current subdirectory. For example, if you issue the command cd cosc111 you will make the cosc111 subdirectory the current directory. 

ls 

will show the names of the files you have created in the current directory. This command does not differentiate between files and subdirectories. 

ls -F 

will show the names of the files you have created in the current directory. It will place / after the name of each subdirectory. 

ls -aF 

will show the names of all the files in the current directory. You will have created some. Editors will have created others. Computer Services created some when you first received your account. UNIX itself may have created some. 
  

If you specify the name of a directory when you issue the ls command, it will show the files in that subdirectory. 

cd .. 

will make the parent of the current directory the new current directory. For example, if you are in the cosc111 subdirectory, cd .. will make /home/oksun2/student/yourname the current directory. 

emacs 

will run the emacs editor. You will probably want to issue the cd cosc111 command before you run emacs. For emacs commands, see the accompanying emacs cheat sheet. 

emacs Hello.java 

will run the emacs editor. If the file Hello.javaexists, it will be loaded into the editor. If it does not exist, it will be created as an empty file. 

cp 

will copy a file from one location to another. After you use cp, you have two files with the same contents. For example, cp Hello.java cosc111 will copy the file named Hello.java from the home directory to the cosc111 subdirectory, with the same name in both places. cp Hello.java cosc111/Greeting.java will give it a different name in the subdirectory. Add the option -i (for interactive) to the cp command when you want to be asked to confirm replacing any file that already exists.

mv 

will move a file from one location to another or will rename a file. For example, mv Hello.java cosc111 will move a file from the home directory to a subdirectory. It will have the same name in the subdirectory as it had in the home directory but it will no longer be in the home directory. mv Hello.java lab1.java will leave the file in the current directory but will give it a new name. Add the option -i (for interactive) to the mv command when you want to be asked to confirm replacing any file that already exists.
wc

The wc (word count) command displays the number of lines, words, and characters in a file. In the following example, the wc command is used on file1: 

% cat file1 <return>
This is line number 1.
% wc file1 <return>
1 5 23 file1 //Thus file1 contains 1 line, 5 words, and 23 characters.
% 
cmp

The cmp (compare) command reports the differences between two files. The cmp command reports the first difference found between the two files. In the following example, the cmp command compares letter1 and letter2: 

% cat letter1 <return>
abc
cde
fgh
ijk
% cat letter2 <return>
abc
fgh
ijj
% cmp letter1 letter2 <return>
letter1 letter2 differ: char 5, line 2
%
diff

The diff (differences) command reports all the differences found between two files. Moreover, the diff command also displays the commands necessary to make the two files identical to each other using the ex editor (the ex editor is a standard UNIX editor). The format of the diff command is: 

diff [options] file1 file2 
The option -e used with the diff command produces a script of a, c, and d commands for the ex editor. 

In the following example, the diff command compares letter1 and letter2; the -e option is also used: 

% cat letter1 <return>
abc
cde
fgh
ijk
% cat letter2 <return>
abc
fgh
ijj
% diff letter1 letter2 <return>
2d1
< cde
4c3
< ijk
---
> ijj
% diff -e letter1 letter2 <return>
4c
ijj
.
2d
%
grep

The grep (get regular expression) command searches for a particular string of text in a file. The format of the grep command is: 

grep string file 
If grep finds the string, then the string is displayed on the screen and you'll return to the command prompt. If grep does not find the string, you'll simply return to the command prompt. In the following example, the grep command searches for the strings efg and abc def in the file letter1: 

% cat letter1 <return>
abc
cde
efg
ijk
% grep efg letter1 <return>
efg
% grep "abc def" letter1 <return>
%
sort

The sort command sorts lines of the specified file and displays the sorted output on the screen. The default sort key is the entire line. The sort command does not alter the specified input file. 

In the following example, the sort command sorts the contents of file1: 

% cat file1 <return>
hello
help
elephant
% sort file1 <return>
elephant
hello
help
%

lpr 

will send a file to the printer. Make sure the file is a text file, one that you can load into an editor. For example, lpr Hello.java will print the Java source code you wrote for the lab. 

rm 

will remove a file. Once it is gone, it can not be "unremoved". You will need to re-create it. 

rmdir (also, rm -ir - removes a directory, i.e. % rm -ir somethingdifferent/ )

will remove a subdirectory. You must first remove all the files in the subdirectory. 

cat 

will display the contents of a text file. The first part of the file will scroll off the top of the screen if the file is too long. 

more 

will display the contents of a text file. It will pause the display whenever it fills a screen. 

* Press <return> to scroll forward one line. 

* Press <spacebar> to scroll forward one screen. 

* Type q to quit and return to the system prompt. 

less

The less command also displays the contents of a file on the screen. While you are using less, you can use the following commands: 

* Press <return> to scroll forward one line.
* Type b to scroll backward one screen.
* Type f, or press <spacebar>, to scroll forward one screen.
* Type q to quit displaying the file and return to the system prompt. 

head

The head command displays the first 10 lines (by default) of a file. You can specify how many lines the head command shows by following the head command with a hyphen and the number of lines you want displayed. In the following example, the head command displays the first 6 lines in file1: 

% head -6 file1 <return>
tail

The tail command displays the last 10 lines (by default) of a file. You can specify how many lines the tail command shows by following the tail command with a hyphen and the number of lines you want displayed.
man 

will display help about the topic you specify. For example, try the following five commands: 
man cat , man less , man head , man tail , man man . (man is short for manual.) 

history

The history command displays the last 20 commands used (by default), but this number can be increased or decreased. You can reissue a previous command with one of the following commands: 

*!! -- Execute the last command entered.
*!n -- Execute command number n on the history list.
*!xxx -- Execute the most recent command on the history list starting with xxx.
*!-n -- Execute the nth command ago.

alias

The alias command is used for making a nickname or abbreviation for a UNIX command. You can consequently designate your own name for any UNIX command. The format of the alias command is: alias nickname UNIX_command 
To display a list of all current aliases, use the alias command with no object. 
cal
The cal (calendar) command displays the calendar for the specified month and year. The format of the cal command is: 

cal month year 

cal year // displays the calendar for the year.
cal  // displays the calendar for the current month.
date

The date command displays the current date and time on your screen: 

who

The who command displays all users currently logged in to a UNIX system. The who command displays the user's login name, the device to which the user's terminal is connected, and the login time and date. 
quota

The quota command displays the disk quota for your account.

limit
The limit command shows the maximum computing resources that can be allocated to a process.

whoami - prints who is currently logged on to your terminal 

pwd - tells you where you are; it prints the full pathname of the current directory
apropos 

will display a list of all the Unix commands whose descriptions include the word you specify. For example, apropos copy will show all Unix commands that are associated with copying something, usually files. 
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Understanding Shell and Environment Variables

The set Command
The echo Command
The printenv Command
The setenv Command
The .login and .cshrc Files 
UNIX systems use two types of variables to define your working environment: shell variables and environment variables. 

Shell variables are known only to the shell in which they were created. If you start a new shell (command interpreter), the shell variables created in the previous shell are not transferred to the current shell. 

Environment variables are global variables and are independent of the shell. Environment variables stay in effect regardless of what shell is used. 

On a UNIX system, some shell and environment variables are predefined by the system. Also, environment variables are usually represented by uppercase names whereas shell variables are represented by lowercase names. A shell variable with the same name as an environment variable still has the same function. 

Some of the definable shell variables are: 

	Variable
	Description

	argv
	Argument to the shell.

	autologout
	Number of minutes of idle time before a user is logged out.

	cdpath
	Alternative directory tree search.

	history=n
	Remember last n commands.

	home
	Home directory of user.

	mail
	Directory where shell checks for user's mail.

	noclobber
	Prevents overwriting an existing file during redirection.

	user
	Login User ID.

	savehist=n
	Remember last n commands at the beginning of next terminal session.

	prompt=string
	Change the default command prompt to string.

	path
	Current path specification - list of directories the system may search to resolve command requests.

	shell
	Shell used to process commands.

	term
	Terminal type.

	status
	Returned by last command: 0=no error, 1=error.

	
	


Some of the definable environment variables are: 

	Variable
	Description

	HOME
	Home directory.

	SHELL
	User's login shell.

	TERM
	Terminal type.

	USER
	Login User ID

	PATH
	Search path used to resolve command requests.

	DISPLAY
	Name of X Windows capable display device.


set

The set command displays current shell variables and their values. You can also designate a new value for a variable with the set command. In the following example, current shell variables are shown using the set command: 

% set <return>
argv ()
autologout 0
cdpath /home/dept/jsmith
cwd /home/dept/jsmith
history 20
home /home/dept/jsmith
mail /usr/spool/mail/jsmith
path (. /home/dept/jsmith/bin /home/dept/bin )
prompt %
shell /bin/csh
status 0
term vt52
user jsmith
% 

In the following example, the shell variables term, prompt, and autologout are assigned values using the set command: 

% set term=vt100 <return>
% set prompt="UNIX> " <return>
UNIX> set autologout=20 <return>
UNIX> set <return>
argv ()
autologout 20
cdpath /home/dept/jsmith
cwd /home/dept/jsmith
history 20
home /home/dept/jsmith
mail /usr/spool/mail/jsmith
path (. /home/dept/jsmith/bin /home/dept/bin )
prompt UNIX>
shell /bin/csh
status 0
term vt100
user jsmith

echo

To display the value of a shell variable, type echo followed by a dollar sign ($) and the name of the variable. You must place a dollar sign before the variable name to display the value of the variable otherwise the name of the variable is displayed. In the following example, the echo command is used to display both text and the current values for the cwd and user variables: 

% echo "Hello there" <return>
Hello there
% echo "cwd" <return>
cwd
% echo "$cwd" <return>
/home/dept/jsmith
% echo "$user" <return>
jsmith
% 

In the following example, the echo command displays the values of the environment variables USER and TERM: 

% echo "USER" <return>
USER
% echo "$USER" <return>
jsmith
% echo "$TERM" <return>
vt100
%

printenv

The printenv command displays all environment variables and their values. In the following example, the printenv command displays the environment variables: 

% printenv <return>
TERM=vt100
HOME=/home/dept/jsmith
SHELL=/bin/csh
USER=jsmith
PATH=.:/home/dept/jsmith/bin:/home/dept/bin
%

setenv

The setenv command sets the value of environment variables. In the following example, the environment variable TERM is set to vt102 with the setenv command: 

% setenv TERM vt102 <return> 

.login and .cshrc

When you log in to a UNIX system using the C shell (the default shell), the system searches your home directory for two files, .cshrc and .login, and executes all of the shell commands in those files. The commands in the .cshrc file are executed first, then commands in the .login file are executed. The two files differ in that the commands in .cshrc are executed every time you start a new C shell, whereas the commands in .login are executed only when you log in. If you start a new C shell, the commands in .login are not re-executed. For users who invoke the Bourne shell when they login, the system searches for a .profile file and executes all the shell commands in that file. 

Usually, all of the environment variables are defined in .login and all of the shell variables are defined in .cshrc. In the following example, the cat command displays the contents of files .login and .cshrc: 

% cat .login <return>
setenv SHELL /bin/csh
set mail=/usr/spool/mail/$user
% cat .cshrc <return>
set path=(. $HOME/bin /home/dept/bin /bin)
set history=20
alias dir 'ls -l'
alias rm 'rm -i'
alias cp 'cp -i'
alias mv 'mv -i'
set noclobber
set autologout=20
% 

You can start a new C shell under the parent shell by issuing the csh command. All of the commands defined in the .cshrc file are automatically executed in this newly created C shell. Pressing <ctrl-d> kills the most recently created C shell.

Using Wildcards and Symbolic Substitution

You can use special characters, known as wildcards, to help you find filenames that match a certain pattern. The two most common wildcards are the question mark (?) and the asterisk (*). The rules for using ? and * are:

? Matches any one character.

* Matches any group of zero or more characters.

You can also use metasequences to find file names. A metasequence is simply a list of characters, any one of which can be matched. To use a metasequence, simply place the characters to be matched between the brackets [ ].

The following table lists examples of wildcards and metasequences:

*.* Filenames containing a period (.).

*.com Filenames ending with .com.

?.out Filenames with one character preceding the period and ending with .out.

a[bc] Filenames ab and ac.

pq[a-z] Filenames containing 3 characters in the range pqa through pqz.
Input/Output

Most of the commands on a UNIX system require input and produce output. For example, the cat command uses any file name following it as input and displays the contents of the file on the screen as output.

On a UNIX system, you can redirect both the source of the input and the destination of the output. This concept is called input/output redirection. Some of the redirection operators and their definitions are:

Operator 
Meaning
> 

Redirects standard output.

>> 

Redirects and appends standard output.

>& 

Redirects standard output and standard error.

>>& 

Redirects and appends standard output and standard error.

< 

Redirects standard input.

<<xxx 
Reads input up to a line identical with xxx.

|
 
Redirects standard output to another command (see Pipes).

In the following example, the output of the cat command is redirected to file3:

% cat file1 <RETURN>

This is a line in file 1.

% cat file2 <RETURN>

This is a line in file 2.

% cat file1 file2 > file3 <RETURN>

% cat file3 <RETURN>

This is a line in file 1.

This is a line in file 2.

%

In the following example, the output of the cat command is appended to file3:

% cat file3 <RETURN>

This is line 1 in file 3.
This is line 2 in file 3.

% cat file1 <RETURN>

This is line 1 in file 1.

% cat file1 >> file3 <RETURN>

% cat file3 <RETURN>

This is line 1 in file 3.

This is line 2 in file 3.

This is line 1 in file 1.

%

In the following example, the input is read from the terminal until the pattern EOF is encountered. All information received is stored in the file file1.

% cat > file1 << EOF <RETURN>

? This is the first line in file1. <RETURN>

? EOF <RETURN>

% cat file1 <RETURN>

This is the first line in file1.

%

When you want to redirect the input of a program, use the standard input redirection operator (<). The input of the program is then read from a file rather than from the keyboard.
Pipes

A pipe makes the output of one command become the input of another command without creating an intermediate file. A vertical bar (|) separates the commands forming a pipeline.

In the following example, the output of the cat command becomes the input to the sort command with the

help of a pipe:

% cat test <RETURN>

wc

more

head

cat

% cat test | sort <RETURN>

cat

head

more

wc

%
Enough Unix for Your Resume

By Pam Statz

http://hotwired.lycos.com/webmonkey/97/02/index3a_page2.html?tw=backend
Once you've got your account, go to the bookstore and purchase a few Unix books. My favorites are Open Computing's Unix Unbound and O'Reilly & Associates' UNIX in a Nutshell. The first is a great way to introduce yourself to the hows and whys of the operating system, and the second is a fabulous dictionary of commands. 

Permissions 


	Every file or directory has three sets of rwx permissions. The first set represents the user (u), the second set represents the group (g), the third set represents other (o). 


sutro.hotwired.com[~/unixclass]% ls -l

total 20

drwxrwxr-x    2 pam      staff        512 Dec  5 09:34 one

-rw-rw-r--    1 pam      staff       4233 Dec  5 09:35 one.html

drwxrwxr-x    2 pam      staff        512 Dec  5 09:34 two

-rw-r--r--    1 pam      staff       4233 Dec  5 09:36 two.html

	Here we have the contents of the directory unixclass, which contains two directories (one and two) and two files (one.html and two.html). The first character in the file description describes the type of file. A "d" in the first column means that the file is a directory (the name of a subdirectory) and a "-" or "n" in the first column means the file is a plain file containing ASCII or binary information. 
The first column of letters determines who can read, write, or execute your files and directories. The second list (pam, pam, pam, pam) tells who owns the file. In this case, it's me. 

The next column tells which group I was part of when I made these files. To find out what groups you belong to, type groups and your name, like this: 

sutro.hotwired.com[~/unixclass]% groups pam

infomgr staff prod edit

The fourth column shows the size of the files. (a byte = 1 char)
The fifth is the date and time the file was last modified; the sixth is the name of the file. 

What the heck is rwx? 

These letters determine who can read, write, or execute your files. For files: 

r = read - you can read the file (more or less it)
w = write - you can write to the file (edit it with VI, Emacs, or Pico)
x = execute - you can execute the file (run a Perl program) 

For directories: 

r = read - you can read the directory
w = write - you can create, move, rename, or remove files or directories 
x = execute - you can search the directory 


Take a look at this ls -l example: 

drwxrwxr-x    2 pam      staff        512 Dec  5 09:34 one/

-rw-rw-r--    1 pam      staff       4233 Dec  5 09:35 one.html

	To add permissions on a file or directory, you use +, and to remove them, you use -. Let's try it out. We'll remove group write privileges for this file: 


-rw-rw-r--    1 pam      staff       4233 Dec  5 09:35 one.html

	To do this, we must also use the chmod (which stands for "change mode") command to change the access mode of the file. 


sutro.hotwired.com[~/unixclass]% chmod g-w one.html

sutro.hotwired.com[~/unixclass]% ls -l

total 19

-rw-r--r--    1 pam      staff       4233 Dec  5 10:59 one.html

To make a program executable for everyone, we'd do this: 

sutro.hotwired.com[~/unixclass]%ls -l svensprogram.pl

-rw-rw-r--    1 pam      staff          0 Dec  5 11:02 svensprogram.pl

sutro.hotwired.com[~/unixclass]% chmod a+x svensprogram.pl

sutro.hotwired.com[~/unixclass]% ls -l

total 19

-rwxrwxr-x    1 pam      staff          0 Dec  5 11:02 svensprogram.pl

To change who actually owns a file, use the chown command: 

sutro.hotwired.com[~/unixclass]% ls -l svensprogram.pl

-rwxrwxr-x    1 pam      staff          0 Dec  5 11:02 svensprogram.pl

sutro.hotwired.com[~/unixclass]% chown sven svensprogram.pl

sutro.hotwired.com[~/unixclass]% ls -l

total 19

-rwxrwxr-x    1 sven     staff          0 Dec  5 11:02 svensprogram.pl

To change which group can access the file, use the chgrp command: 

sutro.hotwired.com[~/unixclass]% ls -l svensprogram.pl

-rwxrwxr-x    1 sven     staff          0 Dec  5 11:02 svensprogram.pl

sutro.hotwired.com[~/unixclass]% chgrp infomgr svensprogram.pl

svensprogram.pl - Not privileged

Webmonkey Reference chmod permissions

There are two ways to change permissions on a file or directory, either numerically or by using lettered commands. Both ways use the command chmod. To add permissions to a file, you use +, to remove permissions you use-. Take this file for example: 

-rw-r--r-- 1 meghan monkey 476 Oct 14 17:13 simian.html

To allow a group (monkey, in this case) "write" access, you would type: 

chmod g+w simian.html

If you wanted to remove "read" ability from "other" you would type: 

chmod o-r simian.html

It is also possible to specify permissions using a three-digit sequence. This is a more efficient way to change permissions (or at least it requires less typing).

Each type of permission is given an octal value. 

Read is given the value of 4

write is given the value of 2

execute is given the value of 1 

These values are added together for each user category. The permissions are changed by using a three-digit sequence with the first digit representing owner permission, the second digit representing group permission, and the third digit representing other permission.

For example, if you wanted to make simian.html readable, writable, and executable for the user, readable and writable for the group, and readable for other, you would type: 

chmod 764 simian.html

The first digit means readable and writable for the user (4+2+1), the second digit means readable and writable for the group (4+2), and the third digit means readable for other (4). 

If you want to change the permissions on a directory tree use the -R option. chmod -R will recursively change the permissions of directories and their contents. 

Date:
Thu, 24 Jan 2002 11:24:18 -1000

From:
"Blanca J. Polo" <blanca@hawaii.edu>

Subject: UNIX permits (chmod)

To:
ics211-list@hawaii.edu

Let me give you a bit more info on the rwx------ stuff and the numbers,

that is, about the use of the chmod command.  the rwx stands for (r)ead,

(w)rite and e(x)ecutable access to the file.  who the access is granted to

depends on the location of the rwx's.  there are 3 groups of rwx's:


you(u)  group(g) others(o)

r w x   r w x    r w x


4 2 1   4 2 1    4 2 1

you add the numbers for each access... for example, i said that

rwx r-x r-x is 755.  this is how you compute it:

421 401 401

1st rwx is rwx = 4+2+1 = 7

2nd rwx is r-x = 4+0+1 = 5

3rd rwx is r-x = 4+0+1 = 5

so that's how you come up with the number that you want to use to

determine the access that you grant others to see/use your files.
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