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Introduction


Writing these eight essays was a valuable experience because the process exposed me to many aspects of information technology that I was not aware of. Until recently, I had scarcely sent an email.  I learned: what a blog was and of the raging social networking taking place on the Internet; I learned about the near-omnipresence of wireless technology that seems to expand daily as witnessed first hand at a U2 concert at Aloha Stadium where Bono asked the audience to “turn this place into a Christmas tree” and at least half the people had cell phones that lit up the night;  I learned what RFID and Biometrics are – everything Aldous Huxley said in his well known book “Brave New World” rings true;  I learned what an RSS feed is and how content gets culled, meshed, and mashed from various sources, some of those sources being libraries; I knew about Amazon.com but I did not know that it presented a real threat to libraries until I began to research it; I learned that there actually is a ‘global war on terrorism’ going on – until now as a Muslim-American I thought it was all hooey; I learned about digital copyright / digital rights management which is now playing a role in critically altering Amazon’s “search inside” the book feature, because less and less of that is open access which is quite disheartening as it is/was a wonderful and useful feature.  In short, this class opened my eyes to a whole new world…
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Email, text, and instant messaging impact on you & society
The greatest impact email has had on me is economic.  By communicating through email I have been able to reduce my phone bills considerably.  It’s true that email is instant in that messages can be transmitted at lightning speed so that once an email is sent it is usually only a matter of seconds before it reaches the intended recipient.  When the receiver checks his/her email the sent message is there.  The phone is also very quick.  Simply dial the number and if the person you are trying to reach answers the communication time is equally quick and if they are not available answering machines and voice mail allow one to leave a message.  

The question as framed in the syllabus is about “email” not the “Internet” not the “World Wide Web” not Vannevar Bush’s idea of “Memex” – just email AND instant messaging.  I honestly don’t see the big deal for me personally in terms of the impact.  What about the argument that without email I could not turn this assignment in without physically going to Carol Kellett’s inbox at the library?  Email allows me to write and send the assignment from home!  My response is that since I do all my assignments in the library and live across the street from the school, it is no big deal for me to drop this off at the professor’s office.  I could see how that might be cumbersome for others but this is about its impact on me.  


To sum up for me personally, email has reduced my phone bills by allowing me to keep in touch with my family and to contact those I need to contact without having to make phone calls.  Of course, I just realized that the entire analysis above is flawed.  In a typical day I get plenty of email, from LIS job LISTSERVS, from fellow students, from professors, from my internship supervisor, and sometimes from family. Sometimes these emails 
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require a response on my part but often they do not.  Regarding those emails that do not require a response but provide me with timely information such as this Tuesday’s Ice Cream Social (August 29, 3pm, Room 412, Queen Lil’ bldg.), ALA-SC would have had to call each potential person who wanted to come in an attempt to contact them.  Email eliminates this hassle because with email the message can be composed, sent to a group, and the entire process of composing and sending such an email takes 10 minutes at most.  By contrast, calling every student (approx. 200+) in the LIS program would take HOURS.  Wow!  This example illustrates how email saves money, time, and can be an extraordinary method for communicating, especially when communicating to large groups of people.  It can also be plausibly argued that without email such an event (and therefore many thousands/millions of transactions around the world) wouldn’t happen because the long distance charges would probably be greater than the cost of putting on the event!

I mentioned that some emails do require my response.  OK so I’m here in Hawaii, my landlord for $20 extra a month provides high speed Roadrunner, hence I do not have a land line, only a cell phone, and I live mostly in classrooms, Hamilton Library, my internship (a special library), places where talking on a cell is frowned upon if not forbidden.  Email allows me to quickly compose messages and send them without having to carry around my cell phone.  It also makes life much easier for the sender because he/she can read my response and respond, or not, at his/her convenience without needing to be near a phone or fax machine.  My “well one can just leave a message on an answering machine” argument crumbles because generally both technology and politeness tell us that messages shouldn’t be much more than a minute or two in length.  By contrast, the text message of an email is nearly limitless and capacity is increasing every day (see: Hamilton’s recent upgrade which increased our personal email account 
4

storage by 5 or 10 times).  It seems that email has changed the ways in which we communicate so much that it is easy to forget how much things have changed in the last 10-15 years (I got my first email account courtesy of U.C. Irvine in 1993) but I lived as a Luddite until I “discovered” the Internet sometime in 2003.


Again because IM has had virtually no impact on me (other than that I did befriend the CEO Morrissey’s label, via IM, and IM’d with him for a couple years – he was the one person I did not “block”) I can only imagine that IM has allowed people to have phone-like conversations in real time.  I view IM’s impact on society as what I’ve seen it used for – my younger cousins, middle school, high school kids, gabbing away, wondering where the hell that hot girl Megan is because she’s not checking her Yahoo! IM and does anyone remember one of her seven AOL handles (names) because Paris Hilton just puked at Lindsay Lohan’s party!  

Email strikes me as a much more serious thing.  Email allows professionals, businesses, corporations, institutions large and small, families, friends, from every corner, peak, and abyss of the Earth that has a connection (dial-up or faster) to communicate, receive, send, and trade information at speeds so fast it makes your head spin...spin so fast you can forget its impact.  And this is to make no mention of E-commerce which I view as being more appropriately discussed in conjunction with the World Wide Web and the Internet though this begs the question: Would email exist without those things (Internet & WWW) and would those things exist without email?
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Blogs, Plogs, Wikis and the social networking phenomenon 
personified by Myspace.com
Affect On Me

I dislike “Blogs” immensely.  To me a diary or a journal should be kept under lock and key and not out there on the web for all to see.  The concept of an online diary is itself an oxymoron.  If you keep a Blog, you have no reasonable expectation of privacy. (Pearson, Patricia. “In A Fog, No Time To Blog.” Maclean’s 14 July 2004: 58.) If you are “trolled” or harassed in any way that doesn’t cross over into the world of criminality…for lack of better words…you are essentially asking for it, meaning that you are bringing it on yourself, meaning chances are it wouldn’t have happened if you hadn’t exposed yourself online.  We live in a very scary world.  We must safeguard our privacy at all times.  When I meet someone I don’t know and will probably never see again I introduce myself as “Adam.”  I could start up a Blog on blogger.com right now and purport to be anyone…  I could set up a Blog and just be my true self and find that my address, phone number, and place of business have gotten into the wrong hands.  Maybe there is someone who wants to find me and harm me or my family for any conceivable reason that people want to exact violence upon other human beings or commit identity theft or do any other evil deeds.  By creating and maintain a Blog, I kiss what little privacy I have left goodbye, and I put my personal, physical, and financial self at even greater risk than it already is just by virtue of being alive nowadays.  I essentially say to the world “bring it on” – “here I am” – “find me if you dare!”  If I am ever found dismembered beside the road…chances are it is because I kept a Blog or wandered into the wrong part of Los Angeles…  According to quick Google search a “Plog” is a “project blog.”  I have been unaffected by Plogs having only learned what they are 10 seconds ago.  
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Wikis refer to open source, collaborative websites, where many authors can contribute, edit, write, delete, and modify the work of others.  This is best exemplified by Wikipedia.org.  I love Wikipedia.  I use it almost every day and it has never let me down.  I often find that Wikipedia’s articles on any subject have the most amount of information compared with other online sources.  Invariably, Wikipedia has more links within its articles to other articles (at the end of an entry) or to just define terms (within the body of an entry).  I don’t buy into the argument that Wikipedia is bad because everything from Wikipedia is stolen from other places because for starters I could care less about that (though I will return to this issue when discussing Wikis impact on libraries) and because I have seen much original content on Wikipedia that I have not seen elsewhere.  In fact, Wikipedia will write on many subjects that others deem taboo.  


MySpace.com looks like a meat market and every other person seems to have porn-star, or rock-star ambitions.  Whenever I visit someone’s MySpace page…I come away feeling a little dirty.

Affect On Libraries

I don’t have enough space here to write about the affects, if any, of Blogs, Plogs, and MySpace on libraries.  Wikis may present a problem regarding copyright infringement…at least that’s what certain PhDs here at UH keep telling us.  It may be true that Wiki is lifting some content from other sources but I’m not sure how that affects libraries.  Wiki may be sued at some point in a class action lawsuit by copyright holders if they are acquired by a company with deep pockets like Google (thought such a lawsuit is highly unlikely) but I don’t see how this implicates libraries in any way.  Guilt by association?  The larger and more real (less fictional) question

really is a MORAL one.  For example, I believe that people should pay for
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their music.  I always buy CDs and I never download mp3s.  These are *my* 
morals. There are others who believe the RIAA has been ripping off consumers for years and had it (Napster, Soulseek, Ares, Kazza, etc.) coming.  Who am I to judge them?  By analogy, who is anyone to judge a librarian who refers a patron to Wikipedia?  And who should sit in judgment of a library that does not filter Wikipedia.org through the use of internet filters that the ALA already believes is a violation of our civil liberties?  The job of a librarian is to provide the most relevant information to patrons - not to police the World Wide Web.  So if Wikipedia is infringing on copyrights that is a matter for the FBI (patents, copyrights, trademarks, trade secrets – all fall under federal jurisdiction) and not a matter for information professionals.

The World Around Me      


Blogs allow people to pour their guts out and have the world read it…and in that way Blogs may be cathartic and therapeutic in giving the Blogger the feeling that he/she is not alone (Levy, Steven. “Living In The Blog-osphere.” Newsweek 26 August 2002: 42.) - or you could just listen to The Smiths.  Plogs…I don’t know.  MySpace means that hot girl you’ve been chatting with is probably an escort.  Wikis have changed everything.  The gatekeepers are gone and now anyone can be a content provider.  Wikipedia is far far far superior to Britannica Online and I think this illustrates the revolution and power of an open source platform – in this case a web-based encyclopedia – Wikipedia!
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The ubiquitious-ness of wireless technology
My personal experience using wireless technology is limited to a cell phone I purchased a year ago out of necessity; however I know that wireless technology is near-omnipresent and growing everyday.  While I don't have an Ethernet card on my laptop to access Wi-Fi, many at UH do.  As a result, we see students doing school work anywhere there is a signal also known as a hot spot.  These are all over Manoa Valley, on campus, certain areas in the library, some dorms, select classrooms, Coffee Bean & Tea Leaf, Starbucks, and in many residential homes.  Recently, I came home and before I could personally discover that the internet was down in my apartment complex, I saw my neighbor sitting on a couch in the hall working on his laptop.  I looked at him quizzically and he said "the internet is down again so I have to steal the neighbor's wireless from across the street."  I said "smart" and went into my little apartment wishing I had the basic technology to do some Wi-Fi 'piggybacking' as well since I had to continue writing a paper that night and needed access to the web and Kinko’s costs 20 cents a minute and NetStop café closes at midnight.  And there are no excuses because it is (Ethernet card) a relatively inexpensive technology to get and install if one already owns a laptop.  Wireless technology or rather the hard-wares it can be applied to go far beyond personal computers.  Wireless is also used on BlackBerries, PDAs, and iPods.  When someone listens to a "podcast" (something I've never done) they are using wireless technology to do so.  Wireless technology also has massive implications for universities and libraries.


According to Janet L. Balas, a longtime public librarian and systems administrator, "Wireless networking which can seem like magic to someone used to wrestling with cables, offers several advantages. But it isn't magic, so its implementation, like all technology implementations, requires careful
11 
planning from the network design to the supporting policies. (Janet L. Balas, "The ‘Magic’ of Wireless Access in the Library," Computers in Libraries, 26, no. 3 (2006): 32. Academic Search Premier Database, EBSCOhost (23 September 2006).In her article she essentially offers many online wireless resources, a tool-kit of sorts for libraries considering installing wireless access so patrons can bring their own laptops in thereby freeing up limited affixed computers.  It's an excellent article…not quite a webliography — but more like a pathfinder on steroids.  One of the resources this article links to is a very useful article called "Ten Steps to Wireless Internet Access in Your Library" (Balas) that would make a good primer for any library considering installing wireless or expanding its wireless network.  There are even links to information more basic than that for the completely uninitiated would-be wireless librarian.  

To illustrate just a small example of how wireless can make a difference for a patron/student let me draw on my own experience every day.  Most "click labs" or computer labs don't have ample space for a person to use the computer and read and sort through books and papers.  POST is a little better in this regard but Hamilton's second floor addition computer lab is notoriously bad because there isn't enough room to even put an 8 1/2 x 11 piece of paper down at a workstation.  This makes studying harder — running back and forth between a desk or cubicle and the computer lab, because often we need both electronic and printed matter at the same time to do our assignments.  Wireless (such as that installed in Asia Collection 4th Fl. Hamilton) solves the problem.  The patron can sit wherever he or she likes, even on the floor, and move seamlessly between printed and digital materials.  Perhaps, this is why when one goes up to Asia Collection all the patrons look so happy.  They are spread out and sprawled out with their laptops, a stack of books a mile high, and papers galore, while fools like me 
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are running around to accomplish the same.

One national study of 88 medium-sized university libraries found that a large number already offer wireless access and some allow patrons (students, faculty, staff) to check out laptops. (Paula E. Barnett, “Wireless Networks in Medium-sized Academic Libraries: A National Survey,” Information Technology & Libraries, 24, no. 1 (2005): 13. Academic Search Premier Database,  EBSCOhost (23 September 2006).  Not surprisingly, the response to this relatively new technology has been overwhelmingly enthusiastic. (Barnett)  "College and university students, like the rest of society, are becoming increasingly mobile.  More often, they want access to library networks and the Internet wherever they happen to be studying or working on group projects, not merely in computer labs or designated study areas.” (Barnett)


Wireless is the way of the future.  All libraries — school, public, special, and academic should seriously consider going wireless because they almost all already have wired internet access right now on PCs that will be outdated in 2-3 years.  As collections become more and more digitized there will be even less and less need for patrons to access the shelves.  One day, very soon, library-wise almost everything patrons now do in print will be done electronically and there isn't any good reason that patrons should be forced into a corral to do their work.  Wi-Fi is like "Field of Dreams."  If you build it, they will come!
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RFID technology and Biometrics

Introduction

RFID stands for Radio Frequency Identification.  RFID tags can be placed into products for detection using radio waves.  RFID gets complicated when one gets into the differences between active and passive tags, human implants, and RFID-generated viruses.  For the purposes of this essay, I would like to focus on the use of RFID in libraries.  In its most common form RFID is a mechanism used to deter theft and so many people are completely unaware of its (the tag’s) existence within items they take home – and this raises issues involving invasion of privacy.  Biometrics is something altogether different and does warrant a two-page essay in its own right.  As defined it is “the measurement and analysis of unique physical or behavior characteristics (as fingerprint or voice patterns) especially as a means of verifying personal identity.” (Merriam-Webster Concise, rev. ed. (2006), s.v. “Biometrics.”) “For example, a worker’s eye retina can be scanned, digitized, and compared against a database each time the worker attempts to enter her workplace for authentication purposes.  One of the concerns regarding the use of biometrics is the potential for identity theft, because digital reproductions of say fingerprints could fool the scanners and allow an unauthorized person to gain access.  As with RFID, I would like to focus on the use of Biometrics in libraries.    

RFID in Libraries

Libraries are interested in RFID tags to aid in checking items in and out, control inventory, reduce staffing costs, and reduce workers compensation costs caused by repetitive motion injuries that occur at circulation desks. (Jackie Griffin, Karen Schneider, “Should Libraries Play Tag with RFIDs?,” interview by American Libraries, American Libraries 34, no. 11
15

(2003): 69.) CASPIAN (Consumers Against Supermarket Privacy Invasion and Numbering) argues that RFID can be used to “secretly identify you and the things that you're carrying." (Griffin, Schneider) “The possibility of remotely tracking people and their RFID tags is one of the major concerns of privacy organizations such as the Electronic Frontier Foundation (EFF).”  (Griffin, Schneider) Some librarians point out that the RFID tags that are being developed for use in libraries only store the same information as was contained in barcodes and that they differ significantly from those used by commercial retail outlets such as Wal-Mart.  That argument is countered by the assertion that while it is good that libraries are only storing a small bit of information on patrons, the profession has not yet developed a best practices model for dealing with this technology – and so some of the hallmarks of librarianship such as intellectual freedom and patron privacy may be compromised by the hasty implementation of RFID systems.

Biometrics in Libraries

The use of Biometrics has special implications for digital libraries when discussing authenticating mechanisms. 

“Client authentication” means making users prove that they are who they say they are before allowing them access to a particular area. Regardless of the level of access or the method you choose, authentication is generally the second step of a two-step process. The first step involves a login or user name, the user's way of saying who he is. The second step is to ask the user to prove who he is with a password, a signature, or biometric identification (using a physical attribute to prove identity, e.g., retinal scan or thumb print). The method you choose to authenticate users generally aligns with the amount of security you need, given the potential threat. (Kim Guenther, “Knock, Knock, Who's There? Authenticating Users,” Computers in Libraries 21, no. 3 (2001): 54.)

According to the article, one of the problems that digital libraries face is that different vendors want to employ different methods of authenticating users 
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which is frustrating for patrons who want a singular way (such as a login 
name + password) to access electronic content.  A second problem is that if biometric methods were employed from outside the library to access digital collections the possibility for identity theft increases because the data, however strongly encrypted, must pass over the web.  

Biometrics, specifically finger prints, are also being employed in school libraries and school cafeterias in some states like Pennsylvania to speed checkout. (Current Events 100, no. 20 (2001): 3.) Scanners recognize the fingerprints and “translate the image into data that identifies the student.”  (Current Events) Then, a student can pay for lunch or check out a book from an existing account.  Tawanda W. age 13 likes the new technology saying “You don't have to bring lunch money, so somebody can't take it.”  (Current Events) However Larry Frankel executive director of the ACLU in Pennsylvania says “I think we ought to maintain the role of fingerprints…as a tool for fighting crime.  A fingerprint is a unique identifier. Who knows what purposes it might eventually be used for?” (Current Events)

The bottom line on biometrics is this – Advocates for it insist that the technology could never be used to harm users because safeguards are in place. Those against it say that it raises serious privacy concerns.  Until I see otherwise I’m inclined to agree with the skeptics because computers can be hacked and biometric data can be stolen.  Once stolen, anything is possible.  This means that whether it’s RFID, biometrics, etc., librarians are going to have to be increasingly vigilant when it comes to protecting our patrons’ privacy, identity, and security, in a world that is increasingly looking like the Spielberg film Minority Report.
17
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Really Simple Syndication (RSS), Podcasting and Mobile TV video on demand

RSS

An RSS file is a list of headlines encoded so that it can be easily used by another program. RSS is usually said to stand for "Really Simple Syndication.” RSS is a form of XML (eXtensible Markup Language), which means that each piece of data in the list — a headline, a description of a story — is coded separately so that a program will know exactly what to do with it. Put another way “RSS is an XML format for syndicating episodic content on the web.  It translates content into discrete elements using a standard structure that can be read by applications such as RSS aggregators and web portals.” (Gillian Byrne.  “RSS and Libraries – Fad or the Future?” Feliciter 51 (2005): 62-63.  Academic Search Premier.  EBSCOhost.  23 October 2006.) 


RSS has implications for libraries:  
“Imagine a subject pathfinder created using RSS feeds of relevant books from the catalog, tables of contents of journals in the field, and news feeds from the media.  An entire webpage generated automatically – that’s the real power of RSS!” (Byrne)

One major problem with this kind of technology is that there is no uniform standard.  RSS 1.0 is not RSS 2.0 is not ATOM (Byrne) such that a particular RSS aggregator may only be able to run or read one type of feed.  Therefore, it’s difficult for libraries to know which, if any, of these RSS protocols to select from and according to the article, attempts at standardization are not really being made given that the creators of RSS 1.0 are in direct competition with the creators of RSS 2.0.  Another problem that the author of the article asks is “if you build it will they come?” (Byrne)  While RSS is popular with bloggers, information professionals, and techie types, it’s far from a household name or concept like “iPod.”  The author mentions that the strength of RSS in libraries lies in “the portal 
environment” without ever defining what that means.  
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One concern that I have is that in this mish-mash of information where say a library’s pathfinder is mixed with content from the web, how do we rely on the web content, before seeing the web content, to know that we want to associate it with our own work?  And therein lays some of the problem in my mind because one of them main benefits of this technology is its speed…its ability to assemble and disseminate breaking news, etc, from multiple sources, from multiple perspectives, in real time or close to it.  I think this presents a challenge for libraries because a patron could easily rely on incorrect information from BBC or CNN that was connected to library content like a triple-checked published pathfinder and blame the library for the misinformation.  This becomes even more convoluted when one considers that the RSS feeds are not human readable (so they require aggregators) and it is highly unlikely that on hot topic issues such as the Iraq War, a library would have the staff to check each feed before it is syndicated and made accessible to the public.  By going down the road of RSS we may indeed move even further away from being so-called “gatekeepers” of information but we would also be entrusting a great deal to a technology that may be well-suited for blogging and pop culture but may present serious challenges for the information professional who is concerned with accuracy of content.

Podcasting


Podcasting has only been around for a couple years and it is defined as “Recording a non-music audio broadcast (news, sports, discussion, etc.) in the MP3 format for playback in a digital music player.” (TechWeb. The Business Technology Network. CMP Media LLC 2006.  23 October 2006.   http://www.techweb.com/ )  I don’t see a strong need or place for Podcasting in the library at this time, however, an argument could be made that having the ability to Podcast from the library would mean that events 
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like Dr. Knuth’s talk on Saturday on “Book Burning & Leveling Libraries” could be listened to by persons with iPods that could not be present at Hamilton that day.

Mobile TV / Video On Demand    

Video on Demand (VOD) is an interactive multimedia system that works like cable Television, the difference being that the customer can select a movie from a large DVD database. Individual customers in an area are able to watch different programs when they wish to, making the system a realization of the video rental shop brought into the home. (Harindra Rajapakshe Homepage.  June 2005.  23 October 2006. http://www.doc.ic.ac.uk/~nd/surprise_95/journal/vol4/shr/report.html )

There are other applications as well.  One problem is that there is no universal standard for VOD.  Bottom line: While interesting, I see this technology as being useful for entertainment (Singapore Airlines has a great system!) or “classroom without walls” purposes.  To me, the library is both a part of – and distinct from – the school which it may serve.  While VOD may be an appropriate technology for the University of Hawai‘i as it provides another means for professors to disseminate lectures, I don’t see a strong argument for its presence in the library.

The Amazon.com and Google.com effect on libraries

Amazon.com has had a major impact on libraries.  Amazon makes the process of getting where you want to go easy by, among other things, dividing up all product classes into subclasses.  It is like those wooden dolls within dolls and is almost never ending – and yet getting there isn’t difficult at all – it’s just a matter of a few clicks of a mouse.  In addition, when you get to an item you might want to purchase you can read customer reviews in addition to Amazon’s editorial reviews to get a better sense of that item and
21
its relation/importance to a particular form or style.  Does the average library provide these features?  NO.  

Amazon does a lot of things really well, so well, that is it almost guaranteed that if what you want isn’t overly esoteric, Amazon will have it.  The point is content-wise Amazon is pretty good.  The interface is very user friendly and it does things that library OPACs don’t do.  It would be an oversimplification to simply say that people who want to own use Amazon and people who want to borrow use the library because that just isn’t true.  Many people become increasingly frustrated when they cannot find what they want at the library, when they want it, in the condition they want it, and so they are willing to pay for it.  When patrons / potential patrons use Amazon, not simply in addition to the library, but in place of the library, the library loses.  It’s not unlike those science fiction films we watched in summer which often prophesized certain dooms and glooms.  The facts are that books and/or the content they provide will be around in some format for a long time to come; the question really becomes who is going to deliver that content?  

We can learn from companies like Amazon.  For example, some other features Amazon provides are to search in detail within a book, such as read the first page, glance at the “statistically improbable phrases,” 
peruse the “capitalized phrases,” click on “concordance” to find the 100 most frequently occurring words in the book, click on “text stats” to get several more pieces of information including the “Flesch-Kincaid Index” and on it goes.  In short, one can do everything in terms of investigating the book as if one had the book in hand AND discover many more bits of data and information that the Amazon software/platform generates – stuff you cannot do even if you have the physical book!  Does the average library provide these features?  NO.  
22

Amazon can be used as a research tool to learn about a particular subject in the same way you might use an encyclopedia.  It can connect you to things that are thousands of miles away – like books that are only published in the United Kingdom and not distributed in America. Regardless of whether you purchase something, or where you purchase it from, Amazon can make you a more informed consumer.  It also can be used by librarians in collection development (William Thompson.  “Using Amazon.com to radically extend your library catalog.”  Teacher Librarian 34  (2006): 30-32. Academic Search Premier.  EBSCOhost. 6 Nov. 2006.) because it allows you – just for starters – to see what books are popular via purchase patterns in different towns and cities and by demographics, etc.  While true that Amazon is a for-profit company and the budgets of most libraries are humble when one thinks of the services libraries must provide – it isn’t all about who can have the most cake!!  What I mean to say is that collecting more books, more CDs, more DVDs, etc., is just one way we compete with Barnes & Noble, Borders, and Amazon.  It seems to me that very little energy (money?) is spent on designing more user friendly interfaces, interfaces that are truly browse-able, that makes all the right links, be they logical or hypertext between holdings.  Surely, it wouldn’t be too difficult for 
a library to provide a list of the 5 or 10 books that people who checked out 
book X also checked out.  And if we can’t do it, we must ask ourselves: Why can’t we do it?  Is our profession going the way of the dinosaur?   

As for Google, the story is that the public, college students, and many PhD professors outside of LIS have been fooled into thinking that Google and Google Scholar are all you need. (Peter Jacso.  “CiteBaseSearch, Institute of Physics Archive, and Google's Index to Scholarly Archive.” Online 28 (2004): 57-60.  Academic Search Premier.  ESSCOhost. 6 Nov. 2006.) When scholars use Google and not the electronic reserves, OPACs, printed 
23
academic journals, and all the wonderful resources that libraries, but especially academic libraries provide in this arena, the library loses and scholarship suffers.  Dr. Jacso has made his career, in part, by pointing out the flaws of Google and particularly Google Scholar because there are just some very basic things that the Google platform does very poorly, because it is completely un-indexed.   Google often can’t tell an author apart from the first world of an article, it doesn’t get cited and citing references, its hit counts are wildly inflated, and on, and on, and on it goes.  The problem is of course when the masses sing the praises of Google eventually all the myths and misperceptions creep into the world of reality…and ultimately library administrators may think that when it’s time to make budget cuts they can just replace critical library services with Google when chances are that Google doesn’t do it (whatever it is) as well as we do it now…but Google is gratis – meaning free – so it’s very tempting to look at Google as a panacea for all our woes.
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Internet security and the global war on terrorism
“Terrorist groups prefer to use the Internet to spread information rather than attack it, said academics at Oxford University's ‘Safety and Security in a Networked World’ conference on 8 September [2005].” (Mathieson, SA.  "Terrorists Exploit Internet."  Computer Fraud & Security (2005).) The reason for this is that the Internet provides an invaluable means of communication for terrorist groups; destroying the Internet or its underlying architecture really isn’t in their interest.  Implicit in this argument is that “terrorism” is distinct from hacking.  “Terrorism” and the “Global War” here implies the desire to inflict physical violence both by terrorists and those who aim to stop them.  Additionally, it should be pointed out that when the F.B.I. recently spoke in Donna Bair-Mundy’s class they did not equate “terrorism” and “hacking” – though they acknowledged that both were serious threats.

Maura Conway, of Trinity College Dublin's department of political science, said that the top uses of the internet by terrorist groups are information provision, financing, networking and planning, recruitment and information gathering through other web-sites. She said that financing took a number of forms, including direct solicitation and fake charity appeals, but also exploitation of e-commerce, either through credit card fraud or in some cases through providing genuine IT services. (Mathieson) (emphasis mine)
One thing to point out here is that sites that purport to be charitable in nature may in fact be fronts for terrorist groups or the sites like the groups themselves may provide both humanitarian aid to their people and be launching missiles at Israel.  This is important as many innocent Muslim-Americans have gotten into trouble by donating to organizations that they thought were charitable…only to then have the F.B.I. come knocking at their door.  In this way, terrorist groups exploit the Internet and put decent 
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people at risk.  This is absolutely critical in that once these groups have one’s personal information and credit card it’s very easy for law enforcement, or very natural for law enforcement, to make false connections between generous persons and charitable sites serving as a front for terrorist groups.


The 2005 London suicide bombings led the Association of Chief Police Officers (ACPO) to request new laws to prevent terrorists from using the Internet to plan attacks. (Mathieson, SA. "Police appeal for more Internet powers: In the aftermath of the London bombings." Computer Fraud & Security (2005).) One problem is that (and this is typical) the law is behind the technology so while old laws for what the authorities can and can’t do remain on the books, technology races forward.  Another issue is that “police want to make it an offence for potential bombers to communicate or encourage terrorist attacks through the Internet.” (Mathieson)  While the U.S. laws may be stronger in this regard because of the Patriot Act and the Office of Homeland Security, it has long been accepted, in law, that merely discussion or encouraging such things (which has been distinct from imminently inciting them) has been legal.  The argument for this has always been the rights to free association, freedom of expression, and that kind of thing.  While an American, and a Muslim-American at that, I care deeply about my civil rights and yet I’m not foolish enough to think that NAMBLA (North American Man Boy Love Association) just talks about child molestation.  I’m sure that they encourage and possibly facilitate it, in part, by their very existence.  It’s a tricky subject but law enforcement would like to have the power to take down these kinds of sites – at least inasmuch as they relate to terrorism.  The fact is that law enforcement was not provided with the appropriate tools to thwart the 9/11 attacks even though they 
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botched the processes / investigations that would have led them or could have led them to stop said attacks. The authorities, at least in America, have more power now.


I also found an interesting abstract on the issue.  The abstract reads:

This article reports that the threat of cyberterrorism is greatly overstated, according to Gabriel Weimann, a professor of communications at the University of Haifa, in Israel. 
Weimann says that the odds of a terrorist using a virtual world to attack key physical infrastructure, by hacking into the computers controlling the power grid, are remote. Importantly, critical networks are inaccessible from the Internet. Nuclear weapons and other sensitive military systems are "air-gapped," that is, there is no physical connection 
between these government computers and the Internet, making them immune to cyberattack. But terrorists are using the Internet to search for information about transportation, infrastructure, maps, shipping activity, economic data, and even about 
counterterrorism measures. (Cherry, Steven. "Terror Goes Online."  IEEE Spectrum (2005).)

I found the abstract interesting because it touched on another layer, a deeper layer, of terrorist threats…that of using our own arsenals against us.  While "critical networks" may be severed from the public Internet, and while I have argued that hacking into a bank is distinct from terrorism, because terrorists as the U.S. defines them seem much more concerned with taking human life than taking financial resources (though they do that too), I don't think I completely agree with the author because any disruption that terrorists can do to cause injury or death or lead to a chain of events which causes the same via the Internet is conceptually and practically the same as using our own missiles to fire on us.  What I'm saying is that I think terrorists have thought of ways of using the Internet to harm us…in ways we citizens haven't thought of…and in ways the government may not want us to think of because it could cause widespread panic.
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Digital copyright, Digital Rights Management (DRM) and its affect libraries
For the lay person, digital copyright and digital rights management often begins with “why is it that I am paying 99 cents to download this song to my iPOD…but I can’t take it from my iPOD to a CD?  Don’t I own it?”  The first question I have is are the laws on this really firmly in place or are companies like Apple just making it up as it suits them and the record industry?  Historically, it was the case that upon purchasing a cassette tape, video tape, or CD, a person could at least make one “back up” copy for him/her self – that hasn’t been the case with DVDs.  Now everything has changed; the technology is more complex, the law is trying to keep up, and it seems that companies often do what they like, regardless.  Why is it that some CDs are copyright protected and some are not?  I don’t mean legally, I mean that some audio CDs are coded so that they can’t be played on computers so that they can’t (in theory) be copied!  Is this legal or is this just the record industry doing what it wants knowing that it’s unlikely anyone will sue?  Does “fair use” exist in the digital world?  How does the digital world alter fair use?

A great deal of these issues center on the Digital Millennium Copyright Act (DMCA) –  a very complicated U.S. copyright act which became law in 1998. There are some library-specific portions to this act.  “Exemptions are granted when it is shown that access-control technology has had a substantial adverse effect on the ability of people to make non-infringing uses of copyrighted works.” (Wikipedia. “Digital Millennium Copyright Act.” 4 December 2006.  http://en.wikipedia.org/wiki/DMCA) Some library-specific exemptions include: 
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Audiovisual works included in the educational library of a college or university’s film or media studies department, when circumvention is 
accomplished for the purpose of making compilations of portions of those works for educational use in the classroom by media studies or film professors; (Wiki)

Computer programs and video games distributed in formats that have become obsolete and that require the original media or hardware as a condition of access, when circumvention is accomplished for the purpose of preservation or archival reproduction of published digital works by a library or archive… (Wiki)

Stated another way, universities with film schools can “compile” which is to say create, edit, and re-arrange theatrical and documentary films for educational purposes.  If you want to put together a bunch of film noir clips in your cinema librarianship course the next time you teach…you probably could do it without being subject to legal liability so long as AV/Wong at Sinclair and our “Visual Studies” department are notified.  Additionally, a library or archive can use really old computers to get around software license agreements to preserve or reproduce stuff.  These exemptions are very specific and don’t strike me as particularly generous or highly useful to libraries generally.


DRM is another big complex concept.  DRM is defined:

Stands for "Digital Rights Management." DRM refers to a collection of systems used to protect the copyrights of electronic media. These include digital music and movies, as well as other data that is stored and transferred digitally. For example, the Apple iTunes Music Store uses a DRM system to limit the number of computers that songs can be played on. Each audio file downloaded from the iTunes music store includes information about the owner of the file and how many times the file has been transferred. The protected files will not play on computers that have not been authorized to play the music. Digital Rights Management is important to publishers of electronic media since it helps ensure they will receive the appropriate revenue for their products. By controlling the trading, protection, monitoring, and tracking of digital media, DRM helps publishers limit the illegal 
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propagation of copyrighted works. This can be accomplished by using digital watermarks or proprietary file encryption on the media they distribute. Whatever method publishers choose to employ, DRM helps them make sure that their digital content is only used by those who have paid for it. (Techterms. “DRM (Digital Rights Management).” 4 December 2006.  http://www.techterms.org/definition/drm)

It’s like I was saying earlier…I can’t give you my iTunes (if I had any) and I can’t get anyone else’s iTunes for the reasons stated in the definition above.  In fact, there are limits on what I can do with my on iTunes in relation to my own self.  But how does all this relate to libraries?

A library customer checks out a new DVD from the library only to discover that it won't play on her Linux operating system at home. Another, who is blind, borrows an e-book from the library and finds that his text-to-voice software cannot "read" the product. Yet another user checks out a new music CD but can't get it to play on his laptop. These activities are absolutely legal, but technologies installed within equipment, tied to content, or built into a software program, make them no longer possible. This is digital rights management (DRM) in action. (Carrie Russell. “Fair Use Under Fire.” Library Journal 128 (2003): 32-33. Academic Search Premier. EBSCOhost. 4 December 2006.)

This is obviously more complicated than a patron checking out a book, reading it, and returning it.  The technology of DRM doesn’t distinguish between fair use and piracy; it doesn’t know the difference between 1) something being circulated to educate, and 2) something being copied because an individual does not want to pay, and 3) something being copied because a person intends to make money off it.  The law and the technology should distinguish between these types of users.  While the “effect” on libraries is seemingly detrimental what I don’t see in the literature is the argument that if the powers that be won’t play ball (won’t compromise) libraries are not obligated to purchase their products and these companies will make even less money.  Alternatively, it may be more gloom and doom.  
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If the copyright stakeholders believe that the restrictions ultimately will make them more money because there are enough private parties willing to pay again I wonder is our profession going the way of the dinosaur?  What I do know is that though it’s not in our job descriptions per se, we have a duty to advocate for our patrons and so librarians must be active in trying to shape the laws and technologies of tomorrow.
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