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Internet Filtering in Public Libraries

Since the internet has been available in schools and libraries in this country, there has been a debate about what should be accessible to users, especially minors.  The amount of information disseminated on the world wide web is vast, with some sources valuable for scholarly and personal research and entertainment, and some sources that contain material that is objectionable to some (ie. pornography, gambling, hate groups sites, violent materials).  Some information potentially accessible on the internet such as child pornography and obscenity is strictly illegal and is not protected under the First Amendment.  Some information available on the internet that may be valuable to some is at the same time perceived to be worthless or potentially harmful to some.  For libraries serving the public, there has been controversy on the issue of providing the internet, free of censorship or filtering, to users.  While some librarians and their professional associations align with ideals of free and unfiltered access to all information provided by the internet, some feel that filtering internet content to exclude possibly objectionable materials is a reasonable measure to prevent potential harm to minors.
Legislation
In 1998, a district court in Virginia made a ruling on the use of filtering software in public libraries that set a precedent for the unconstitutionality of internet filters.  Todd Anten’s article, “Please Disable the Entire Filter: Why Non-Removable Filters on Public Library Computers Violate the First Amendment gives an account of the ruling  (RTP 1).  The Loudoun County Library had instituted restrictions to internet access on all library computers with software that would block sites that “displayed obscene material, child pornography, and material deemed harmful to minors” (Anten 74).  This decision was based on general user input as to the materials that should be available in their community library.  Plaintiffs claimed that constitutionally protected materials were wrongly blocked and that the Loudoun Policy violated their First Amendment rights.  The court agreed and found the Loudoun Policy of filtering for all patrons unconstitutional.  The court held that there were less restrictive means available to achieve the privacy level demanded by the Loudoun County community than interfering with free speech.  Less restrictive, in the court’s opinion, were privacy screens for computer monitors and a certain degree of physical monitoring by library staff. 

Congress made an attempt to place content-based restrictions on school and public library internet use in the Children’s Internet Protection Act (CIPA) of 2000.  This act requires the use of some type of internet filtering software for all public libraries that attain funds from the Federal government (in the form of E-rate discounts or Library Services and Technology Act grants).  Should a library refuse to comply with CIPA guidelines, that library would have to maintain its technological services without the government discount or LSTA grants.  Holding to the CIPA guidelines, both the E-rate and LSTA stipulate that filters may be disabled or ‘legitimate’ sites unblocked by adults who request it, but it is unclear “whether libraries ‘must’ provide for such disabling” (Anten 79).
After CIPA was passed, it was immediately challenged by the American Library Association.  The United States v. American Library Association decision in 2001 was in favor of the ALA, finding that “the filtering software contemplated by CIPA was a content-based restriction on access to a public forum,” which made the Supreme Court rule the act unconstitutional.  The United States appealed, and the resulting ruling effectively reversed the previous Supreme Court decision, making CIPA constitutional.  The plurality felt that blocking sites in a library using filtering software is essentially the same kind of content restriction that results when a library decides not to acquire materials that it (or its patrons) deem inappropriate for public use (RTP 3).  Moreover, the internet filters were assumed to be removable or partly removable, should an adult patron wish to search without restriction.  This was an aspect that some of the Supreme Court plurality made their decision on, because the “unconstitutional blocking can quickly be fixed by disabling a filter,” therefore making CIPA a non-hindrance to free speech (Anten 80).
The Debate Continues
Those in favor of the use of filtering hold that it is a legitimate strategy for the prevention of harm to minors and annoyance to adults, while maintaining the first amendment rights of patrons since sites can be unblocked upon request.  In Lana Gottschalk’s review of CIPA regulations, she highlights the ability to view filtering as a materials acquisition judgment:  “Just as libraries keep Playboy and Hustler off the shelves, proponents [of filtering] might argue, they should strive to keep Internet pornography and materials deemed harmful to minors off of their computer terminals” (3).  This view is shared by Hampton Auld who furthers the argument in favor of filtering.  Auld contends that limiting access with filters or simply setting aside a certain set of filter-free computers for use by adults only that a library is deciding when, where and how a user is accessing the internet, but that this form of access management “does not limit access to online content; rather, it creates a legal and prudent time, place, or manner restriction” (4).
Filtering software is effective in some ways, but it still falls short of total protection.  Those against the use of internet filters contend that their use can ‘overblock’ restricting access to sites that are not overtly offensive, sometimes even blocking educational sites protected by the First Amendment.  A study by the University of Michigan Medical School and the Henry J. Kaiser Family Foundation in 2002 quoted by David Brian Holt in his essay, Internet Filtering and the Adolescent Gay/Lesbian Patron, reveals that even the “least restrictive setting…filtering products still blocked 1.4 percent of total health information sites and approximately 10 percent of health sites that included search terms related to either sexual minority issues (such as “gay,” “homosexuality,” etc.) or safer sex” (4).  Holt points out the importance of these very issues for adolescent homosexuals is critical for their psychological and physical well-being in an environment where the public library may be their only point of access for this kind of information.  This is just one example of filtering software being critically flawed when it comes to deciphering between obscenity and legitimate educational information.  In a Consumer Reports independent study, it was revealed that “the best porn blockers were heavy-handed against sites about health issues, sex education, civil rights, and politics” (1).
In addition to ‘overblocking’ is the claim that internet filtering software ‘underblocks,’ meaning that pornography and other objectionable materials remain accessible.  In the previously mentioned Kaiser study, when internet filters were set on most restrictive setting, “some nine percent of pornographic sites remained accessible, demonstrating that these products are hardly a solution for preventing access to pornography online” (Holt 2006) (RTP 4).
Opponents to filtering also feel that any restrictions on content access can potentially do more harm than good (RTP 5).  The American Library Association’s Guidelines for Developing a Public Library Internet Use Policy claims that “libraries that raise barriers to access damage their credibility with their users” (1).  The ALA has a stance liberal stance in terms of restricting patrons access to materials, as the line between acceptable and offensive is not one they deem to draw.  This kind of moral decision-making, in ALA’s view, is meant for individual citizens, not for librarians or politicians (RTP 6).  Furthermore, the overwhelming majority of sites accessible via the internet are considered free speech, and are protected under the first amendment.  The actual amount of materials deemed illegal is very small, and should be viewed as minor distractions from the overall benefits of being connected to valuable information contained on the web. The ALA contends that the internet should be considered a “public forum,” and as such, the “government is prohibited from exercising discrimination with respect to the content of [this form of] communication” (2).
More importantly to opponents of filtering, is the fact that the use of filtering software created by software companies essentially leaves the collection management responsibilities of libraries (in part) in the hands of private companies.  Often the way that the filtering software operates and the types of sites it blocks is kept as a trade secret, so librarians and patrons may not even know when and if they are being restricted from constitutionally protected sites.  Librarians are traditionally charged with being the “gatekeepers” of society’s information, with some degree of power over the materials selected for collections, and therefore the available ideas to the communities they serve.  The ALA responds to this unfair shift: when librarians are forced to use software created by a filtering vendor “they are delegating their public responsibility to a private agency” (ALA 2)(RTP 7).
My Response
Although I can see the benefits of CIPA legislation when it comes to effectively dealing with the patrons’ complaints on inadvertent porn exposure, the act just makes too many assumptions for me to align with it (RTP 8).  The first assumption is that the filtering software a library chooses to use will be a reasonably effective pornography blocker, yet keep access to constitutionally protected websites.  There are many kinds of filtering software available, and it just seems that, as of now, the software available is not 100 percent constitutional or 100 percent porn-blocking.  There are those in every society that wish for more or less censorship to protect themselves and their children.  Filtering software does not seem to be the answer, since it does not satisfy both sides.
Another assumption is that there are no other methods for preventing porn viewing in the public library.  The truth is that there are many other methods to protect from inadvertent pornography.  Computers for internet use may be placed in conspicuous library locations where users might feel compelled to ‘keep it clean’ or if not compelled by their own shame, then an internet use policy that maintains clear restrictions on what patrons are allowed to view on public computers, and punishments for not doing so (RTP 10).  Putting internet computers in conspicuous spaces at the library may seem like a reduction of users’ privacy.  But, that reduction of privacy may be less invasive than users having to approach the librarian’s desk to ask for filter unblocking every time they encounter constitutionally protected (yet blocked) materials (RTI 1). There are also privacy screens available for libraries to purchase that can reduce the chance of an adult internet user offending anyone around them, should they choose to view something that another sees as “objectionable.”  This allows people to basically censor themselves or at least keep patrons free from censorship as long as it does not affect others negatively.  

A third assumption inherent in the ruling to uphold CIPA is that the function of public libraries is to maintain collections that are free from offensive material (RTP 9).  There is no clear rule in any society of what is and is not “objectionable.”  The idea that one person should decide for others—what is good and what is bad—is arrogant, and completely misses the point of a democratic government (RTP 11).  As a librarian, I would not dare to judge another person’s view of what is and is not appropriate information, (except in the instance of child pornography and minor access to pornography) and with the exceptions mentioned, is not a librarian’s job (RTP 12,13,14).  Librarians do not need to function as a substitute for good parenting, education, and personal ethics; it is simply not their job.
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*Note

In the revision of this position paper I took suggestions from my peer reviewer and my instructor.  Revised portions of the text are underlined.  The end of each sentence that has been edited contains a notation with either “RTP” or “RTI,” response to partner, and response to instructor, referencing the suggestion number.  There is one suggestion from my partner that I didn’t include.  Number 2 on her list gives a suggestion for rewording a sentence, but I chose to correct that sentence in a different way.  In any case, that sentence is clearer here in the final draft.  Suggestions by my instructor were considered carefully, and I changed a small portion of the text to include one issue that my argument was missing.  However, the instructor’s suggestion to explore more sources on both sides of the argument is not included in this revision.  Considering the length of the paper and time constraints in revisions, I chose not to include more sources.  If my argument is effective, then more citations are unnecessary.
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